127 018, MockBa, CyweBckun Ban, 18
TenedoH: (495) 995 4820
dakc: (495) 995 4820
http://www.CryptoPro.ru

E-mail: info@CryptoPro.ru

/7~ \
P KPUMTOMPO
NS

CpeacTeo
Kpuntorpadpunyeckomn
3aWwunThl

NHdopmaumn

Kpuntollpo CSP
Bepcusa 3.9

PyKoBOACTBO
aAMUHUCTpaTopa
6e3onacHoCTU
Ncnonb3oBaHne CK3U
knacca 3awmntbl KC3 nop
yrpaB/ieHnem

OC Windows

XXTUA.00083-01 90 02-08
Juctos 30

2016


http://www.cryptopro.ru/
mailto:info@CryptoPro.ru

XXTKNA.00083-01 90 02-01. Kpuntollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6e30nacHoCTu.
Ncnonb3oBanme CK3U knacca 3awmtbl KC3 nog ynpasneHnem OC Windows

© 000 "KpunTto-Mpo", 2000-2016. Bce npaBa 3aliULLEHbI.

ABTOpCKME MpaBa Ha cpeacTBa Kpuntorpadunyeckon 3awmTtbl MHGOpMaLMnM TMna
Kpuntollpo CSP u 3KkcnnyaTauMoOHHYKO AOKYMEHTauMio 3apeructpupoBaHbl B
Poccuiickom areHTCTBE NO nNaTeHTaM U TOBapHbIM 3HakaM (PocnaTeHT).

[JOKyMeHT BXOAWT B KOMMJEKT MOCTaBKW nporpamMmHoro obecnedeHms CK3U
KpunTtollpo CSP; Ha Hero pacrnpocTpaHSlTCa BCE YCNOBUS JIMLEH3NOHHOMO
cornaweHuns. bes cneunanbHOro nNMcbMeHHOro paspeuweHus OO0 "KPUMTO-
MPO" AOKYMEHT MAN ero 4acTb B 3/1EKTPOHHOM WMAM NEe4YyaTHOM BUAE HE MOryT
6bITb CKONMPOBAaHbI U NepeaaHbl TPETbUM NMLAM C KOMMEPYECKOW Lenblo.




XXTKNA.00083-01 90 02-01. Kpuntollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6e30nacHoCTu.
Ncnonb3oBanme CK3U knacca 3awmtbl KC3 nog ynpasneHnem OC Windows

CoaepxaHune
N 2 [ [0 3 1= 1175 2 TS 5
CNIMCOK COKPALLEHMM « . teteiteetateesase s et s saseesansessnsessanessanessannesannessnnessannesnnnes 5
1. OCHOBHble TeEXHMUYECKME AaHHble U XapaKTepUCTUKK ncrnosHeHmns 3 CK3U... 6
1.1. lMporpaMMHo-annapaTHble cpefbl PYHKLUMOHMPOBAHMS .. ccuurirrniaerniaeiniaeinsaeinseesnssssnssennsaennseennss 6
1.2. UcnonHeHns CK3U KNAacCa 3aUMTBI KC3 ... iiiiiiiiiiireieiessrernsnrensasaransnssrenrnssrersssrarsnsnrerensnrenes 6
1.3, KITHOUEBDBIE HOCUTEIIM 1 ovvuirniensnnsessenssensssnsensssnssssenssnnssssesssnnsssnsensssnsennsensssnsesnmensennsennsensennsenn 6

2. CocTaB 1 Ha3Ha4YeHWe KOMMOHEHT nporpammHoro obecnevenna CK3U B8 OC

LA T o (011 7
2.1, CEOPBUCHDBIE MOLYIIM ivuirnititenieuseussssassssssensensessassasssssssns e e e s ssassssssensensensenssnssnsnsensensensensen 7
2.1.1. MoAynb KOHTPONSA LENTOCTHOCTU AUCTPUOYTUBA . .cuiuininierernrnrsiaisissssasnssnssenenenenenesesasarans 7

2 O 11 Ton 1o 103 - T 7

2.1.3. MOAYNIb KOHMUIYPALIMM «euerenessaisissnsssssssssssssneses s ssssssssasasasssssssnsnsnsnsnenenenenesesesssnsnns 8

2.1.4. MOAYND WIPEFIlE . ouiniiiiiii i e 8

2.1.5. Moaynb KOHTPONSA LESTOCTHOCTU B APAMBEPE tuuiuinininineeesarsrarasasssasnsnsssnsnenenenenrsessrns 8

2.2. Moaynwu HacTporkm MK3M OC Microsoft WINAOWS........cceuuiiieirnieiereeeeein e eere e eer e e eene e eennns 8
2.2.1. Moaynb pacwmpeHns n HAaCTPOMKM CryptoAPT 2.0 ....vvvviiiiiiiiiiiiiii e 8

2.2.2. Moaynu nHuumanumsaummn Hactponkn sctpoeHHoro MK3W OC Microsoft Windows ................. 8

2.2.3. Moaynb HacTporkm ana cncteMHOro DLL crypt32.dll ... 8

2.2.4. Mopaynb HacTporikm ansa cucteMHoro DLL inetcomm.dll......cooviiiiiiiiiiiieee 9

2.2.5. Moaynb HacTporikm ansa cucteMHoro DLL certocm.dll ....coviviiniiiiiiiiiiie e 9

2.2.6. Mopaynb HacTporikm ansa cucteMHoro DLL wininet.dll.......ooiviiiiiiiiii e 9

2.2.7. Moaynb HacTtporikm ana cncteMHoro DLL advapi32.dll......ccvvvvieiiiiiiiiii e 9

2.2.8. MOAYNb HACTPOMKM TLS Louiitititiiitititiiitiiiii ittt a e s s e s e s s s s s s e e e e e e e e e narans 9

2.2.9. Moaynb HaCcTPOMKM AULhentiCOde ... ... 9
2.2.10. MoAynm HACTPOMKM MS OFfiCE .uuuiuitiiiiiiiii s aans 9
2.2.11. MOAYNb HACTPOMKIM XML euiiiitieieitiiiiiiie ettt e a e e e s st s e s s e s e e e e e et e e e anans 9
2.2.12. MoAynb HACTPOMKM KOHTPOIIIEPA AOMEHA ... ueuiuinininenteersrsrarasarssssnsnsnsnsneneneneneneaeaeaesarnss 9

2.3. Moaynu conpsbkeHns kpyntonposaraepa co BCTPOEHHbIM COK WIiNdOWS.......oceevvvvveniinniennnnnnns 10
2.3.1. WHTepdencHasa 6MbanoTeKa KPUMTOMPOBAMAECP@ «uvueurrerererersrnrararnrnrnsnsneneeneneneneaeaesnsnrnns 10

2.3.2. WHTepdencHaa 6ubnnoteka KpUNTOrpamPUUECKOTO CEPBUCE 1uuvrrrrrrrnrnrnrnsneneenenenesesasasess 10

2.4. CK3U KPUMTOITPO CSP ..cviiiiiiiiiiiiii ittt s r e s e s e s e s s e s s e s e e s s en s ean e rens 10
2.4.1. Peanusauus B opMe cepBuca xpaHeHus kntouen ang OC Windows........cvvvvviinininininennnnns 10

2.4.2. Peanusauus kpuntonpoBanaepa B GopMe NPOArpyX aAEMbIX OUBINOTEK ....vvvviriiiininennnnns 10

2.4.3. Peanusauus kpuntonpoBanaepa B dopMe ApanBepa sapa OnepauMoOHHON CUCTEMDI .......... 10

2.4.4. WHTepdenc goctyna K GUandeckoMy M BUOLACH ... 10

2.4.5. VHTepdencHbIE MOAYIN [ICH ... ouiii e 11

2.4.6. TMaHenb ynpasneHuns pecypcamm CK3U KpnnTolpo CSP ..o 11

2.5. Moaynb noaaepxku ceteBoi ayTeHTUdUKaumMm KpunTolpo TLS ....c.eiiiiiiniiiieiieeeee e 11
2.6. NK3W KpUMTOMPO CSP ..cviiiiiiiiiiiiiiiii e aa e ens 11
2.6.1. VHTepdenc AOCTYNa K KITHOUEBBIM HOCUTEIIAIM tuvueuenenresesnsssnrnsssnsssnsnsnsnsnsnsnenenensnsnnnnnnns 11

2.6.2. WHTepdencHble MoAYIN YCTPOUCTB XPAHEHUS KTHOUEBOMW MHPOPMALMM ..evvrvneneneenenennnnnnns 11

2.6.3. bubnuoTteka NoaAepXKU AOCTYNA K KHOUEBBIM HOCUTESAM ..vviririririnenenenenenenenenennnnnnnnnens 11

2.6.4. MOAYIIb ASN L. ettt e e et et e e e e e e e aeaaaaans 12

2.6.5. Vcnonb3oBaHme KoUEN PEECTPA WINAOWS. ...vuiuiiiiieeeeeeeieinreeneeneeeeeneneneneneneanannnnens 12



XXTKNA.00083-01 90 02-01. Kpuntollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6e30nacHoCTu.
Ncnonb3oBanme CK3U knacca 3awmtbl KC3 nog ynpasneHnem OC Windows

3. YctaHoBka anctpmbytusos MO Kpuntollpo CSP 1 Kpuntollpo TLS ........... 12
3.1. MapameTpbl yCTaHOBKM KPUMTOTIPO CSP. ..cvuiiiiiiiiiiiiiiiiiii e e 13
3.1.1. CnpaBOYHUK MAPAMETPOB YCTAHOBKM 1.uuuisisinininininintttssssssssasasasssasssssssnesenenenenaenenans 13

4. BapwuaHTtbl BcTpamBaHusa Kpuntollpo CSP n Kpuntollpo TLS B npuknaaHoe MO

...................................................................................................... 16

4.1. BcrpamBaHne Ha YPOBHE CryptOAPL 2.0, .. v i e e e s e e e e e e e 16
4.2. BCTpamMBaHME HA YPOBHE CSP ... cuiiiiiiiiiiiiiiii s s e e e e s e s e e an e e en s e s e e ennen 16
4.3. Ncrnonb30BaHNE COM NMHTEPMEMCOB ....uivuriirniirniiiinisrsnisssnsssiass s s s s s s s e s s s s s s e s sea s aeanss 16
4.4. Vcnonb3oBaHue CK3W Ha nnatdopMe Microsoft .NET Framework ..........coveveeeiieeennnineeenneeeennn 17
4.5. Ncnonb3oBaHME CK3U B BEO-OPAYBEPAX ...cverrurrerernnirirerniarennaeerennaeeeennsserennnseerennsseeesnnseeeennns 17
4.6. VIHULMANM3ALUUA BUBITMOTEKM SSP ...viiiiiiiiiiiiiiiiiiiii st s s s s s st s s e s s s s s s sa s aa s earensanses 18
LG = =1 o T T T3 ol o 19
LS I o T=ToTo = F= T F T Loy = Lol T T on 1 19

5. BctpamBaHue CK3U KpunTtollpo CSP B npuknagHoe MO .......cccvvivviiiinnnnn. 19

TpeboBaHMA NO OpPraHMU3aUMOHHO-TEXHNYECKMM N aAMUHUCTPATUBHbIM MepaM
obecneyeHuns akcnAyaTaunmM CK3U i i s 19

6.1. TpeboBaHus no ucnonb3oBaHnio CK3W co ctaHaapTHbIMK NporpaMMHbIMU cpeacTtBamMm COK ....20

6.2. TpeboBaHus no noakntouyeHuto CK3U ans pabotbl rno obuwenocTyrnHbIM KaHanaM
MEPEAAUM LAHHDBIX ..euieuienaenseesensearearereseenenseareareseaeaessensensenrnsensnsensensensenrenrenessensensensensen 20
7. TpeboBaHMA MO 3aWMUTE OT HCL ..neiiiiie e v e e e aes 21
7.1. OpraHu3aunoHHo-TexHUYeckmne Mepbl 3aUTbl OT HCO.....ivviiiiiiiiierc e e e e 21
7.2. Hactpoika cnctemHoro peectpa OC Windows npu yctaHOBKE CK3WU ........ovvvviiiviniiiniiiinccene, 23
7.3. Ucnonb3osaHne CK3U co ctaHaapTHbIMU NporpaMMHbIMK cpeactBaMm COK........ovvvvvveenniennnneen, 24
7.4. TpeboBaHUs NO OpraHM3auMm CETEBOIO NMOAKTIOYEHNS K KOPNOpaTUBHBLIM CETAM U CeTAM obLuero

pocryna.24

TpeboBaHMA NO KPUNTOrPAMDUUECKOM BALUMTE ..veierinrinnrinnesnnssnnssnesanesnnss 24
9. TpebosaHua no pabote c EFS, Secure Pack Rus, IPseC....ccovviiiiiinnnnnn 25
MpunoxxeHue 1. KOHTPONb LE/TOCTHOCTU MPOrPAMMHOIO OBECTIEUEHMS covuiivvnieieiieienieee e e e e e e 26
MpunosxxeHue 2. Cnyx6bl cepTudurKaumm onepaumoHHON CUCTEMbI WINAOWS .......ovvvviiniiiniieinnieennes 27
MpunoxxeHue 3. YNpaBieHNE NMPOTOKONUPOBAHMEM ....ceurirrurerrnerenarensarnnerenserenssrsnsersnsersnsernsarnnsans 30
JINCT PEMUCTPALINMMN UBMEHEHMM . .euiiiiiiteitiete et et e et s et e et s st s et e ea e s et e ea s e e s et e ea s e e s et e ea e e s et aenseanaeen 31



XXTKNA.00083-01 90 02-01. Kpuntollpo CSP. PykoBoACTBO aAMUHUCTpaTopa 6e30nacHoCTu.
Ncnonb3oBanme CK3U knacca 3awmtbl KC3 nog ynpasneHnem OC Windows

AHHOTaUuA

HacTtoswwee PykoBoACTBO AOMONHAET A0OKYMeHT «XKTWA.00083-01 90 02. Kpuntollpo CSP.
PykoBoacTBo agMuHucTpaTopa 6e3onacHoctn. Obwasa 4yacTb» Npu UCNOMb30BaHUM UCMONHeHUs 3 (knacc
3awmTbl KC3) CK3U XTNA.00083-01 noa ynpaBneHMeEM ornepaumnoHHbix cuctem Windows
2003/7/2008R2/8/2012/8.1/2012R2.

NHCTpyKUMM agMUMHUCTpaTopaM 6€30nacHOCTU M NOMb30BATENSAM Pas/IMyHbIX aBTOMAaTU3MPOBAHHbIX
cucteMm, ncnonbsyrowmx CK3W Kpuntolpo CSP, gonkHbl paspabaTtbiBaTbCs C y4eToM TpeboBaHni
HacTosLLero AOKYMeHTa.

Cnmncok cokpalleHunmn

APM ABTOMaTM3MpoOBaHHOe paboyee MecTo

rMa MMBKMUN MarHUTHBLIN AUCK

Acu Jatunk cny4darHbix ymucen

HDD XXecTkun MarHUTHbIN AUCK

HCA HecaHKUMOHNPOBAHHbIN A0CTYN

ocC OnepaumnoHHas cuctema

MK3Kn Moacucrtema kpunTorpadmyeckon 3awmTbl MHpoOpMauumn
Mno MporpamMMHoe obecneueHune

PernameHT COBOKYMHOCTb MHCTPYKLUWUI U APYrOW pernaMeHTupytowemn

[lOKyMeHTaumu, obecneymsatollen dyHKLUNOHUPOBaHME
aBTOMATU3MPOBAHHOM CUCTEMbI BO BCEX PEXMUMAX.

CeptudukaTr DNeKTPOHHbIA AOKYMEHT, NOATBEPXAAOLWMA NPUHAANEXHOCTb
OTKPbITOrO KJ/1H04Ya MM KJ1t04a rpoBEePKMN SJ1EKTPOHHOM NoAMUCH N
onpeaeneHHblX atpubyToB KOHKPETHOMY aboHeHTYy

CepTudukaums Mpouecc n3roToBneHna cepTugukaTa oTKpbITOro kntoya aboHeHTa
B LeHTpe cepTudurKaunm

CK3u Cpeacteo kpuntorpadunyeckomn 3awmtbl MHpOpMaumm
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1. OCHOBHble TeEXHNYECKNEe AaHHble N XapaKTEPUCTUKU
ncnonHeHnsa 3 CK3U

1.1. lMporpamMMHo-annapaTHble cpeabl @YHKUMOHMPOBAHUS
NcnonHeHne 3 CK3U dpyHKUMOHMPYET B NpOrpaMMHo-annapaTtHbIX cpeaax:

- Windows 2003/Vista/2008/7/2008R2/8/2012/8.1/2012R2/10/2016 (ia32, x64) c NakeTom
Secure Pack Rus, Bepcus 3.0.

Co CpOKaMu aKcnayaTaunMm yKasaHHbIX onepaunoHHbIX CUCTEM MOXXHO O3HAaKOMUTbLCA MO aApecy:
http://support.microsoft.com/gp/lifeselect.

1.2. UcnonHeHuna CK3WM knacca 3awmtbl KC3

CK3U XTWA.00083-01 no knaccy 3awmntbl KC3 ncnonb3yetcs B UCNOHEHUSX:

UcnonHeHue 3 knacca 3awntbl KC3. dyHKUMOHUPYET B NporpaMMHo-annapaTtHbixX cpegax Windows
2003/7/2008R2/8/2012/8.1/2012R2 (ia32, x64) c nakeToM Secure Pack Rus Bepcusa 3.0. MMeeT B CBOEM
cocTaBe MoAynb Wudpyowen darnoson cuctemol Kpmuntollpo EFS.

1.3. KnwueBble HoCuTenm

Hocutenn/0OC Windows IA32 Windows x64
r™MA 3,5”, USB anckn + +

eToken +

CmapTkapTbl PUK

CmapTkapTta Y2K

+ |+ [+ |+

CmapTtkaptbl Ockap,
MarucTpa

Rutoken, Rutoken SD

+

CmapTtkapTbl Athena
IDProtect, INPASPOT,
MorphoKST, Cha cardOS,
Cha JCOP, Jacarta,
ESMART Token

Pazpen HDD MN3BM + +
(B Windows -peecTtp)

NaoeHTndpunkatopbl Touch- + -
Memory DS1995, DS1996
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MpumeuaHue 1. Bo nsbexaHne notepu 3anmcaHHon Ha HDD kntoueBoi MHdopMauum npum
nospexaeHnn HDD peKoMeHAYeTCsl XpaHWUTb ee KOMUIo Ha Klo4eBoW AUCKETe.

MpumeuyaHue 2. HCTannaTop AN KAo4YeBbliX HOCUTeNen, AOCTYMHbIX N0 YMOMYaHUIo,
yCTaHaBNMBaET BCE CUMTbIBATENN CMapPTKapT U BCE ANCKOBOAbI CbEMHbIX AUCKOB.
[ononHuTtenbHoe nporpamMmmMHoe obecrneyeHne, HEO6X0AMMOE ANS UCMOMb30BaHNUS APYrux
YCTPOWCTB XpaHeHUs ktoueBol MHbopMaunm, Takxke yCTaHaB/IMBAETCA UHCTANNSTOPOM.
[o6aBnTb yCTpOMCTBaA, He BxoAsilMe B coCcTaB AucTpmbytma Kpuntolpo CSP, HEBO3MOXHO.

B

MpumeuaHue 3. [n1s Toro, 4tobbl BO BpeMsi ucrnosb3oBaHusa MAK Akkopa-AMA3 kak
KntoyeBoro HocuTens CK3W, oH ocTaBancs NpUrogHbiM U Ans naeHTudukaumMm nonb3oBartens
npuv 3arpy3ke KoMnbtoTepa, Heo6xoaMMo B okHe cBoicTB MAK Bo Bce nons nepsoro cron6bua
3aHeCTW KOHCTaHTy 64. [JOCTyn K OKHY CBOMCTB K/1l0YEBOro HoCUTeNs Nnoapo6HO onvcaH B

AokyMeHTaumm «XTUSA.00083-01 90 03.Kpuntolpo CSP. MHCTpYKUMSA NO MCMONb30BaHUIO» .,

2. CocTtaB 1 Ha3HayeHne KOMMOHEHT NPOorpamMMHOro
obecneveHmns CK31M B OC Windows

CK3M XXTWNA.00083-01 B ncnosHeHnax no knaccy 3awutbl KC3 B onepaunoHHbiX cpeaax Windows
WCMoNb3yeT c/eayowme KOMNOHEHTbI NOC/eAHEro:

1. CepBucHble Moaynu;

2. Moaynv HacTpoOWKM BCTPOEHHOW MOACUCTEMbI KpUNTOrpaduyecKon 3awmThbl
nHdopmauum (MK3U) OC Microsoft Windows;

3. Moaynu conpsixeHunst Kpuntolpo CSP co BcTpoeHHbIM MK3W OC Microsoft Windows
1 MHTepdenc kpuntorpadpnyeckoro cepemca;
4. CK3W Kpuntolpo CSP, peanusytoulee ueneBble GyHKLMM KpUnTonposanaepa B
dopme:
- KpunTorpadunyeckoro cepsnca xpaHeHus Kito4en;
- KpunTorpaduyeckoro apareepa;
- bubnunotek npotokona Kpuntollpo TLS.

B ncnonHeHnn 3 ncnonb3ylTcs Moaynb wudpyowen dannoson cuctembl Kpuntollpo EFS 1 nakeTt
Secure Pack Rus Bepcusa 3.0 (KTAM 00086-01).

2.1. CepBucHble Moaynum

CepBucHble Moaynu obecneumBatoT KOHTPOJIb LEenocTHOCTU ancTpmbytmea Kpuntollpo CSP, ero yctaHoBKyYy
W yoaneHne us onepaumoHHON CUCTEMbI, @ TaK Xe KoHdurypauuto napameTpos CK3U gnsa kaxaoro
nonb3oBartens.

2.1.1. Moaynb KOHTPONSA LEeNnoCTHOCTN AnctpnbyTtmea

Moaynb cpverify.exe , cM. NpunoxeHne 1, npegHasHavyeH AN KOHTPOAS LENOCTHOCTM AUCTpmbyTuBa npu
ycTaHoBke u ncnonbzoBaHmmn MO CK3U Kpuntollpo CSP Ha komnbloTepe nosb3oBaTens (nocraBnseTcs
COBMECTHO C ANCTPUOYTUBOM).

2.1.2. [Aunctpmnbytus

OvctpnbyTtus CK3U Kpuntollpo CSP noctaeBnsetcs B Buage naketa "Windows Installer" (¢dann csp-win32-
kcl-rus.msi vnu nogobHoe HasBaHue. B Ha3BaHuM danna yCcTaHOBLUMKA NMpUCYTCTByeT 0603HayeHne
nnaTdopMbl, AN KOTOPON OH NpeaHasHa4vyeH, ypoBEeHb 3alUUTbl U A3bIK YCTaHOBKM). Mpn 3anycke dann
csp-win32-kcl-rus.msi pa3zsopaynBaeT CTPYKTYpbl AaHHbIX ANCTPUOYTMBa BO BPEMEHHbIA KaTanor u
nposoauT yctaHosky MO CK3W Kpuntollpo CSP.
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2.1.3. Moaynb KoOHpuUrypaumu

Moaynb cpconfig.cpl obecneumBaeT BO3MOXHOCTb yrnpaB/iieHnsa nonb3osaTteneM KoHdurypaumen rNo CK3U
KpunTtollpo CSP, a Takxe coaep>XUT BO3MOXHOCTM perncrpaunm ycrtaHosneHHoro NO n nony4deHus
nonb3oBaTtesieM AOMNONHUTENbHOM MHMOPMaUum.

2.1.4. Moaynb Wipefile

Moaynb wipefile ncnonbsyetcsa ans yananeHuns @alnsoB BMECTe C COAEPXKMMbIM MPU WITATHbIX U HEWTaTHbIX
(cBOnNMpoBaHue) cuTyaumsx.

2.1.5. Moaynb KOHTPONS LUEeNOCTHOCTU B ApanBepe

Onsa paboTbl ¢ N106bIM OTNAAYMKOM MOAYIIb KOHTPOS LLENOCTHOCTU B ApanBepe A0/HKEH 6biTb OTK/IOYEH.
MopsAoK OTKAYEHUS 4aHHOro MoAynsa onucaH B gokyMeHTe “XXTUA.00083-01 90 03. Kpuntollpo CSP.
PykoBoacTBo nporpamMMucra.”

2.2. Moaynu Hactpomnku NMK3MN OC Microsoft Windows

Moaynu npegHa3sHadeHbl Ans obecneyennsa ncnonbsoBaHusa MO CK3WN Kpuntollpo CSP B NMK3WM OC
Microsoft Windows. Moaynn Takxe peanusytoT popMaTbl KpUntorpauyeckmx coobLueHuni,
MCMNOJSb3yEMbIX B 3alUMLLEHHON 3N1eKTPpOoHHON noyTte (S/MIME), Office 2003/XP, Authenticode 1 dyHkumax
CryptoAPI 2.0, ¢dopmMaTbl cepTUdunKaToB n nx obpaboTky.

MpumMeuaHwme. MonHbI NepeyvyeHb NoAAEPXKMBAEMbIX NMPUTOXEHUN
g} Microsoft npuBeaeH B aokymeHTe "XKTWSA.00083-01 90 01. Kpuntollpo
CSP . OnucaHue peanusaunmn".

Moaynun HacTpoinku knaccnguumpyroTcs kak NMK3UW n oTBeTCTBEHHbI 3@ UCNOSIb30BaHWE Kpuntonposaraepa
CK3WU co cTopoHbl npuaoxeHun. OHM obecneymBatoT BbI30B cepBuca Kpuntorpadumyecknx dyHKUMR, HO He
o6pabaTbiBalOT KAKOYEBYIO U KpUNTOrpaduyecku onacHyro nHdopmaumio (He MMeoT AOCTyNna K K4daM m
T. M.).

2.2.1. Moaynb pacwmpeHnuns n Hactponkn CryptoAPI 2.0

Moaynb cpext.dll sBnserca 3apernctpupoBaHHoi B cucteMHoM peectpe Windows gnHamMnyeckomn
6ubnnotekon (DLL) pacwupenunsa CryptoAPI 2.0 n obecneumBaert:
e  YCTaHOBKY COOTBETCTBMS MexAay naeHtudukatopamm obvektos (OID) B
Kpuntorpadumyecknx coobLieHmnsax n ceptndumKaTax oTKPbITbIX KoYen u
dyHkumamu CK3WN Kpuntollpo CSP;

e (opmMmpoBaHuMe n pazbop KpunTorpapuyeckmux coobeHnin n cepTuduKaTos
OTKPbITbIX K/IHOYEN.

2.2.2. Moaynu vHuumanunsaumm HacTtpormku sctpoeHHoro MNMK31n OC
Microsoft Windows

Moaynb nHmnumanmsaumnm ans OC Windows peanusoBaH B Buae aparisepa CProCtrl.sys. [ipaiisep
obecneumBaeT 3arpysKy onpeaeneHHbix AnHammyecknx 6ubnnortek (DLL) B aapecHOe npocTpaHCTBO
npoueccos, ncnonb3yowmx CK3U.

[ ONONHUTENBHO 3TOT MOAY/1b OCYLLECTBASET KOHTPO/b LEeNOCTHOCTM ycTaHoBieHHoro MO Kpuntollpo CSP
n NK3WU (neprnoanyeckuin n npu 3arpyske 0OC).

2.2.3. Moaynb HacTpourkun ansa cmctemHoro DLL crypt32.dll
Moaynb cpcrypt.dll 3arpyxaeTtcs B BUpTyanbHOe agpecHOe NPOCTPAHCTBO KaXAoro npouecca, K
KoTOopoMy noarpyxaetca crypt32.dll, ons ycraHoBneHus nepexsatoB QYHKLMN, NCNOb3YHOLWMX
nposanaep Kpuntolpo CSP.
Hactpolika 3akntovaetca B gobasneHunun NK3UN Bo3moxHocT 06paboTkm naeHTndunKkaTtopos anropmuTMos,
peanusyembix kpuntonposangepom Kpuntollpo CSP.
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2.2.4. Moaynb HacTponkun ansa cmcteMHoro DLL inetcomm.dll

Moaynb cpintco.dll 3arpyxaeTca B BUpTyasibHOe aipecHOe NpOCTPaHCTBO KaXAoro npouecca,
ncnonb3ytowero inetcomm.dll, ona yctaHoBneHns nepexsaToB MYHKUNNA.

HacTtpoiika 3akio4aeTcs B NoAAEPXKE AOMOSHUTENbHbIX NAEHTU(MKATOPOB aNropUTMOB N BO3MOXHOCTEN
S/MIME, peanusyembix kpuntornpoBangepom Kpuntollpo CSP, npu ncnonb3osanum B MO Microsoft Outlook
n Microsoft Outlook Express.

2.2.5. Mopaynb HacTponkun ansa cuctemHoro DLL certocm.dll

Moaynb cpcertocm.dll 3arpyxxaeTcs B BUpTyasibHOE aapecHoe NpOCTPAHCTBO NpoLecca YCTaHOBKM
ueHTpa ceptudukaumm (CA) OC Windows.

Moaynb No3BONSET HAaCTPOUTb LIEHTP cepTUdmKaummn Npu ero yctaHoBKe Tak, YTobbl noaaepXxmnsananch
anroputmbl Kpuntollpo CSP.

2.2.6. Mopaynb HacTponkun ansa cuctemHoro DLL wininet.dll

Moaynb cpwinet.dll 3arpyxaeTcs B BUMpTyasibHOE agpecHoe NpoCTPaHCTBO npouecca Internet
Explorer/Edge, ecnu B Hero otobpaxaetca wininet.dll.

Moaynb nossosseT npasusbHO oTobpaxkaTe anroputmbl Kpuntollpo TLS B Internet Explorer/Edge.

2.2.7. Moaynb HacTponkun ansa cucteMHoro DLL advapi32.dll

Moaynb cpadvai.dll 3arpyxaeTcsa B BUpTyanbHOEe aapecHOe NpoCTPaHCTBO KaXAoro npouecca,
ncnone3ytowero advapi32.dll, ona ycraHosneHus nepexsaToB OYHKLUMNRA.

HacTtporika 3akniovaeTtcs B gobaBneHnn BO3MOXHOCTM 06paboTkmn naeHTMdMKaTopos anroputMos,
peanusyembix kpuntonposanaepom Kpuntollpo CSP.
2.2.8. Moaynb HacTponkm TLS

Moaynb cpschan.dll 3arpyxaeTtcs B BUpTyasibHOe agpecHOe NpOoCTPaHCTBO npouecca Internet
Explorer/Edge, ecnu oH ncnonb3syet TLS.

Moaynb no3BonsAT ncnonb3osaTtb anroputmbl Kpuntollpo TLS B Internet Explorer/Edge.

2.2.9. Moaynb HacTponkun Authenticode
Moaynbe cpmssign.dll 3arpyxaeTtca B BUpTyanbHOe agpeCcHOe NPOCTPaHCTBO NPOLLECCOB, MCMOJb3YHOLWMNX
TexHonoruto Authenticode, n npobasnset noaaepxky anroputmos Kpuntollpo CSP.

2.2.10. Moaynu HacTtpounku MS Office

Moaynb cpMSO.dll 3arpyxaeTtcs B BUpPTya/lbHOE aipeECHOE MPOCTPaHCTBO npoueccos MS Word n MS
Excell n no3sonseTr noagnmuceiBaTbh AOKYMEHTbI C NoMoLbio anropntmoB Kpuntollpo CSP.

Moaynb cpExSec.dll 3arpyxaeTtca B BupTyanbHOe agpecHoe nNpocTpaHCcTBO npouecca MS Outlook, n
HacTpauBaeT ero ass npasunbHol paboTbl ¢ Kpuntollpo CSP.

2.2.11. Moaynb HacTponkm XML
Moaynb cpXML.dIl 3arpyxaeTca B BUpTyanbHOE aApecHoOe NpoCTPaHCTBO NMPOLLECCOB, MCMNOMb3YOLNX
XML, n no3sonser npuMeHsaTb anroputMbl Kpuntollpo CSP ana nognucu XML.

2.2.12. Mopaynb HaCTpPOMKWN KOHTposSiepa AOMeHa

Moaynb cpkdc.dll 3arpyxaeTcs B BUpTyanbHOe agpecHOe NpoCTPaHCTBO NPOLECCOB AOMEHHOM
ayTeHTUdUKaLMN Ha KOHTpoepe JOMeHa 1 obecrneymBaeT BO3MOXHOCTb UCMOb30BaHUS AN NMPOBEPKU
noanucu anropntmos, peanunsyembix Kpuntollpo CSP.
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2.3. Moaynu conpsiXXeHusa KpuntonpoBangepa co BCTPOEHHbIM
COK Windows

2.3.1. WNHTepdeicHaga 6ubnnoteka Kkpuntonposanaepa

NHTepdelicHas 6ubnunoteka cpcsp.dll peannsyer ctaHgapTHbIA MHTepdec KpunTonpoBaaepa,
COOTBETCTBYOLWMN crneumdurkaumm Microsoft Cryptographic Service Provider, n o6ecneumBaeT AaHHbIN
nHTepdenc ana obbluHbIX NPUNOXEHUI Yepe3 kpunTorpaduyeckuii cepsuc no RPC, unu ana
NpUBUIErMPOBAHHbLIX MPUIOXEHNI (MMeLWMX NpaBo A4OCTyMNa K YCTPOMWCTBAM HOCUTENEeN KIKYeBOro
KOHTelHepa) - HENOCPEACTBEHHO.

2.3.2. WHTepdencHasa bubnnoteka Kpmntorpadpunyeckoro cepauca

NHTepdelicHas 6ubnnoteka cpcspr.dll obecneumBaeT BO3MOXHOCTb 06palLeHns 06blUHbIX
MPUIOXEHUI K CepBUCY KpunTorpadunuecknx dyHkumnii no npotokony RPC.

2.4. CK3U Kpuntollpo CSP

CobctBeHHO CK3U Kpuntollpo CSP peanusyeT ueneBble @yHKUMN KpuNTOrpadmnuyeckon 3alnThbl
MHdopmMauumn, paboTy € kaYaMm, 4OCTYN K KAKOYEBbIM HOCUTENSAM, A4OCTYN K pusnyeckomy [CH,
peanusyeT bnolCH.

2.4.1. Peanusauusa B popMe cepBuca xpaHeHusa knoyen ansa OC
Windows

Moaynb cprmcsp.exe peanusyeT uenesble GyHKUMU KpunTorpaduyeckon 3awmTtbl MHPOpMaLmm
npu obpaweHnn no RPC ¢ nokanbHOro KoMnboTepa Ansa nHrtepdencHon 6ubnmnotekn Kkpuntorpadumyeckoro
cepsuca.

Moaynb obecneunBaeT:
e XpaHeHue n paboTy C KOHTEKCTOM ypOoBHS 6ubnunoTteku;
e XpaHeHue kpunTorpadpunyeckmx o6beKkToB:
e KntoueBbix nap (MOCTOAHHbIX U BPEMEHHbIX);
e  OTKpbITbIX KAtOYeEN (BpEMEHHbIX);
e Kntouen ceccuii (BpeMeHHbIX CUMMETPUYHbBIX);
e 06bekToB DYHKLMN XEWpPOBaHUS.
e  BbINOSIHEHWE KpunTorpadunyecknx npeobpasosaHui

2.4.2. Peanusauus kpunTtonposanaepa B popMe npoarpyxaembix
6nbnmnortek

NHTepdelic cpespi.dll peanusyeT uenesble PyHKUNM KpUATOrpaduyeckon 3awmuTtbl HOoOpMaunm
ans UntepdeiicHo 6Mbnnortekn kpuntonposBaiaepa B BapnaHte dyHKUMOHMpPOBaHuUs MO
Kpuntollpo CSP 6e3 ncnonb3osaHns UHTepdeinca kpuntorpadmueckoro cepsmca.

2.4.3. Peanusauusa kpuntonposanaepa B popMe apaneepa aapa

OHepaLlMOHHOVI CNCTEMbDbI

MHTepdeic cpdrvlib.sys peannsyeTt nogMHOXECTBO LeeBbIX GYHKUMN KpUNTOrpauyeckomn 3alumnThbl
nHdopmaumun ans UHTepdeincHon 6ubnnorekn kpuntonposanaepa (cm. 2.3.1) B BapmaHTe
dyHKuUMoHUpoBaHusa MO Kpuntolpo CSP B agpe OC Windows. [paliBep nogaepXxunBaeT BbINOSHEHME
PYyHKUMA WNdpPOBaHNSA, UMUTO3ALUUTbI, XELLMPOBAHUS, NMPOBEPKN MOAMUCK U BbipaboTKy KtoYen
cornacoBaHus Ha adeMepHbIX KoYax. [pariBep He noaaepxuBaeT paboTy € Mosb30BaTENbCKUMU
K/l04YaMm.

2.4.4. WNutepdenc goctyna K pusmyeckomy n bnoCH

Bubnuoteka cprndm.dll o6ecneunBaet yHUPUUMPOBaAHHbIA UHTEPdEC 4OCTYNa K GU3NYECKOMY UIN
BrnoCH4.
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2.4.5. WHTepdencHble moaynmn ACH

ObecneunBatloT peann3aunto oCTyna K KOHKpeTHbIM Tunam ACY:

bio.dll Brno1CH
accord.dll OCH MAK "Akkopa-AMA3"
sable.dll [OCY anekTpoHHOro 3amka "Cobonb"

2.4.6. TlaHenb ynpasneHuna pecypcamm CK3U Kpuntollpo CSP

YnpasneHue pecypcamm CK3U Kpuntollpo CSP ocyuwectsnsieTcs koMaHAHbIM hannom cpconfig.cpl yepes
naHenb ynpasneHus "Ceonctea: Kpuntollpo CSP”. K 0CHOBHbIM cpeacTBaM ynpasneHus pecypcamm CK3U
OTHOCATCS CpeAcTBa yrnpaBieHus:

e JINUEH3UNAMMU;
. ,U,Cq;

e 6MBIMOTEKAMU CUUTBLIBAHUS KJTHOYEBOW MHGOpMauun;

e  3aKpbITbIMK KIKOYAMU U CEPTUDUKATAMN OTKPbLITbIX KITHOYENR;
e napameTtpamu CK3U.

OnpepeneHne npasun Nosb30BaHUA AAHHbIMW CpeACTBaMu NpuUBOANTCS B AOKyMeHTe "XKTNA.00083-01 90
03. Kpuntollpo CSP . MHCTpyKUMS N0 UCNOJSIb30BaHMt0."

2.5. Moaynb noanepXxku ceteBon ayteHTudunkaumm Kpuntollpo
TLS

Moaynb noaaepXxXKu ceTeBoh ayTeHTUdMKaUNM peanmnlyeTcs B GopMe NoarpyxaeMmom 6Mbnmorekm m
peanusyeT NoAMHOXECTBO MHTepdenca Microsoft SSPI(SSP/AP) (cM. coOOTBETCTBYOWMNI paszaen MSDN).
Moaynb obecneunBaeT ayTeEHTUYHOE 3allMLLEHHOE CoegMHEeHMe MexXay Nosib30BaTesieM U CEpBEPOM.
cpssl.dll, cptls.dll, cpsspap.dll - npu yctaHoBke Moayns ayTeHTMdUKaUMK NOAAEPXKMBAIOLErO
ayTeHTudumkaunto B fomeHe, cpsspcore.dll, ssp.dll - 6e3 BO3MOXHOCTM AOMEHHOI ayTeHTUdDMKaLNN.

2.6. TK3WN Kpuntollpo CSP

2.6.1. WHTepdenc gocrtyna K Ka4YeBbiIM HOCUTENSAM
Bbubnunoteka cprdr.dll o6ecneunBaeT yHUPULUUPOBAHHLIN MHTEPdENC AOCTYNa K K/KOYEBbLIM HOCUTENAM
BHE 3aBMCMMOCTU OT MX TuUMa.
2.6.2. WHTepdencHble MOAYIN YCTPONUCTB XpPaHEHUS Kto4eBOmn
nHpopMaummn
Moaynu obecneunBatoT peannsauunio 4OCTyna K KOHKPETHbIM TUMaM KJIl0YEeBbIX HOCUTENEN 1 cuMThIBaTENeN:
fati2.dll - K guckoBoay u amuckete 3.5"

reg.dll - K CUCTEMHHOMY PEECTpY U K/toYaM B HUX

accord.dll - k NMAK Akkopa-AMA3

sable.dll - K 3N1eKTpOHHOMY 3aMKy "Cobonb"

dallas.dll - K cuntbiBaTtento Touch-memory Dallas

ric.dll - K cMmapTkapte PUK n Ockap

emv.dll - K cMapTkapte MPCOS EMV/3DES

hs.dll - K 3N1EeKTPOHHOMY kntody eToken

pcsc.dll - K cuMTbiBaTENSAM CMapTKapT u eToken, nogaepxusatowmm nHtepdenc PC/SC
ds199x.dll - kK Tabnetkam DS1996, DS1995

2.6.3. bubnuoteka nogaep>XKu A0CTyna K KJYEBbIM HOCUTENSM

Bbubnuoteka cpsuprt.dll o6ecneumnBaet peanmsaunto 06WKUX GYHKUNMA A0OCTyNa K Pa3/IMYHbIM YCTPONCTBaM
XpaHeHna KI4YeEBbIX HocuTenewn.
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2.6.4. Mopgynb ASN1

MoaaepxuBaeT dyHKUMM Npeobpa3oBaHus CTPYKTYP AaHHbIX B MAalUMHHO-HE3aBUCUMOE MNpescTaB/ieHne.

2.6.5. Wcnonb3oBaHue knto4den peectpa Windows
YcTaHOBKa nporpaMMHoro obecneyeHmns AoJXXKHa NpoM3BOAUTCS MOSIb30BATENEM C NpaBaMu
aaMuHucTpaTtopa. MNpu 3ToM nporpamMmma ycTaHoBKKW TpebyeT A0CTyn K CeAylowmM KYaM peectpa:
e HKEY_LOCAL_MACHINE - nonHbin gocTyn;
e HKEY_CLASSES_ROOT - nonHbIf gocTyn.
Mpu ucnonbsosaHmn CK3UN Kpuntolpo CSP n cozpaaHum kno4den nonb3osaTtenen 6e3 ncnosb3oBaHus
¢dnara CRYPT_LOCALMACHINE TpebyeTcs AoCcTyn K CneaylwmM Kjodam peectpa:
e HKEY_LOCAL_MACHINE - uyTeHue, nepeuncneHue;
e HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS - co3zgaHue
NOAK/IIOYEN, YTEHME, NMEePEYNCTIeHmne;
e HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings\USERS\SID - nonHbIn
poctyn; SID - SID nonb3oBaTtens.
Mpwu ncnons3zosaHmn CK3U n cosgaHnm kntoven ¢ ncnonbsosaHmem gnara CRYPT_LOCALMACHINE
AOMoNHUTeNbHO TpebyeTcsa A0CTyN K C/ieAyowmnM Kayam peecrpa:
e HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro\Settings - nonHbIli gocTtyn.

Ons nameHeHuns koHdurypaumm CK31 Kpuntollpo CSP c ncnonb3oBaHmeM naHenu ynpasneHus (Control
Panel), kpome TOro, TpebyeTca NOAHbIN AOCTYN K KAKOYY peecTpa
HKEY_LOCAL_MACHINE\SOFTWARE\Crypto Pro.

MpuMmeuaHume. Mo ymonuaHumio Kpmntollpo CSP MoXeT ucnonb3oBaTb 40
65536 onucaTtenen kpuntorpadumyecknx obbekToB. N yBenmieHums

m 3TOro 3HaveHus Heobxoanumo Aob6aBuTbL B peecTp
(HKEY_LOCAL_MACHINE\SOFTWARE\Crypto
Pro\Cryptography\CurrentVersion\Parameters) napametp DWORD
paBHbI TpebyeMoMy yncny onucaTtenen, Ho He 6onee 1048576.

3. YctaHoska amnctpmnbytusos MO Kpuntollpo CSP u
KpunTtollpo TLS

YcraHoBka anctpmbytmuBa Kpuntollpo CSP gonkHa Npon3BoanTCS NOJIb30BaTENIEM, MMEKOLLIMM MpaBa
aAMUHMCTpaTopa.

[ns ycTaHOBKM nNporpaMMHOro obecrneyeHns BCTaBbTE KOMMAKT-ANCK B MPUBOA cYMUTbiBaTens. U3
npeasaraemMblx AUCTpnbyTUBOB BblibepuTe ANCTPMOYTUB, NOAXOASLWNIA Ana Bawer onepauyMoHHOM
CUCTEMbI, UMEIOLLINIA HYXXHbI BaM ypoBeHb 3alUNLLEHHOCTM U YAO6HbIN Ans Bac A3blk yCTaHOBKMU.
3anycTuTe BbINOJIHEHME YCTAHOBKM!.
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ﬂ Ycranoeka "Kpuntollpo CSP 3.9.8484" X

Bac npuBeTCTBYeT NporpaMMa yCTaHOBKH
"Kpuntollpo CSP (KC3)"

MporpaMMa BeINONHAT ycTaHoBKy "Kpuntolpo CSP 3.9.8484"
Ha KoMnbtoTep. [1na NpoaoKeHUA HaXkMUTE KHonKy “Aanee”.

= MPEAYNPEXAEHVE: [aHHas nporpaMMa 3allMiLeHa 3aKoHaMu
(R Ry 22 06 aBTOpPCKMX MPaBax W MEXAYHAPOAHBIMA COrNALLEHMAMA,

Hazan Oanee > OTMeHa

Puc. 2. MNpuBeTcTBEeHHOE OKHO MacTepa YCTaHOBKM.

Onsa panbHenwen yctaHoBku Kpuntollpo CSP HaxxmMuTe Oanee.

Mocneaytowasn yctaHoBKa NMpoM3BOANTCSA B COOTBETCTBUM C COOBLWEHNAMMN, BblAaBaEMbIMU NPOrpaMMon
yCTaHOBKW. B npouecce yctaHOBKW ByAeT NpeasioxXeHo 3aperncTmpmupoBaTh AONOSHUTENbHbIE
CUMTbIBATENM KJIIOUEBOW MH(OPMaLMK, AONONHUTENbHbIE AAaTUYMKKN CRydalrHbIX Yncen (ana yposHsa KC2)
WM HaACTPOUTb KPUATOMpOBanAep Ha ucrnonb3oBaHne cnyxbbl xpaHeHus kntoven (ansa yposHsa KC1). Bce
3TN HaCTPOMKM MOXHO MPOM3BECTN KaK B MOMEHT yCTaHOBKM KpunTonpoBanaepa, Tak n B 1060 MOMEHT
nocne 3aBepLlUeHUs YCTaHOBKM Yepes naHeslb CBOUCTB.

Mocne 3aBepLIeHNs YCTAaHOBKM ANCTPUEYyTUBa HEO6X0AUMO NMPOU3BECTM Mepe3arpy3Ky KOMMbloTepa.

Nepapxunyeckas apxutekTypa kpunatorpaduyecknx dyHKUMM B onepaumoHHon cucteme Windows
No3BONSET UCMOJIb30BaTb POCCUNCKME KpunTorpaduyeckme anropuTmbl, peasnmsoBaHHbIe B
Kpuntollpo CSP Ha caMbIX pa3nnyHbIX YPOBHSX.

3.1. lMapameTpsbl yctaHoBkM Kpuntollpo CSP.

Mpu yctaHoBke Kpuntollpo CSP MOXHO MCNO/b30BaTb pasfiMyHbie NapaMeTpbl KOMaHAHOW CTPOKMU,
B/IMSIOLLME Ha YCTaHaB/IMBaeMble KOMMOHEHTbI, Ha4asibHY0 HAaCTPOMKY NpoAyKTa U T.4.

Ons nx ncnonb3osBaHnsa Heob6xo4MMO 3anyckaTb YCTAHOBKY crieayowmm obpasom:
msiexec /i <MOMHbIA WIN OTHOCUTESNbHBIN NYTb K .msi-danny> <napameTpbl>

3.1.1. CnpaBOYHWK NapaMeTpoB YyCTAaHOBKM
CJ'IGAYPOLIJ.VIE onuum nNo3BosiIAKT HE YCTaHaB/IMBaATb COOTBETCTBYHOLLNE 6ubnuoTtekmn noanepxkKu:
NOACCORD=1 - AkkopAa

NOBIO=1 - Buonornyecknin 4CH

NODALLAS=1 - Hocutenu Dallas

NODS=1 - CuntbiBaTenu Dallas

NODSRF=1 - ACH "MocneaoBaTenbHOCTb MocTaBLnKa"
NOEMV=1 - Kapta EMV

NOFLOPPY=1 - CuntbiBaTenb ANCKET
NOJCARD=1 - Kaptbl JCard
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NOPCSC=1 - PC/SC

NOREGISTRY=1 - CuntbiBaTenb "Peectp”
NORIC=1 - KapTbl RIC/OSCAR
NORUTOKEN=1 - Hocutenb Rutoken

NOSABLE=1 - Cobonb

Cneaytowme onumun No3BOASIOT yNpaBnaTb percrpauner nogaepxusaemoro obopynosaHns BO BpeMs
yctaHoBku Kpuntollpo CSP (3HauyeHue 0 o3Ha4vaeT "oTKNUYMTb ONuMi0"; 3BE340YKON OTMEYEHbI oMLK,
BKJIIOYEHHbIE MO YMOJSTYaHWUIO):

REGACCORDRDR=1 - 3aperunctpupoBaTtb cunTbiBaTtens "Akkopa"
REGACCORDRND=1 - 3apeructpuposatb CH "Akkopa"
REGBIO=1 - 3aperucrpupoBaTb 6uonormueckuit [JCY *(Tonbko ana KCl)

REGETOKEN=1 - 3aperucTtpuposaTtb Bce HocuTenu "Alladin eToken" *
oTaenbHble TuNbl: REGETOKENJAVA10, REGETOKENJAVA10B, REGETOKENM420, REGETOKENM4208B,
REGETOKEN16, REGETOKEN32, REGETOKENR2

REGFLOPPY=6ykBbl - 3apernctpupoBaTtb cuMTbiBaTesNb "Ancketa" Ang 6ykB, yKa3aHHbIX Yyepes

3anaTyto
REGPNPFLOPPY=1 - 3aperncrtpupoBaTb cyuTbiBaTesb "Bce cbeMHble HocuTenu" *
REGDSRF=nyTtb - 3aperucTtpuposaTtb ACH "lNocnegoBaTeNbHOCTb NOCTaBWwmKa" n 3agatb nyTb (6e3

n\n Ha KOHU.e) K nanke c dbl, db2

REGDS1410E=nopTbl - 3apernctpmpoBaTtb cuntbiBaTtens "DS1410E" (cnncok NopToB 4yepes 3anaTyto:
LPT1,LPT2,...)

REGDS9097E=nopTbl - 3apernctpupoBaTtb cumTbiBaTesnb "DS9097E" (cnnucok nopToB yepes 3ansaTyio:
COM1,COM2,...)

REGDS9097U=nopTbl- 3apernctpupoBaTtb cuntbiBaTtenb "DS9097U" (cnmMcok nopToB Yepes 3ansaTylo:
COM1,COM2,...)

REGDS199X=1 - 3aperucTtpupoBaTb HocuTenb "DS199x"

REGOSCAR=1 - 3aperucrtpmpoBaTtb HocuTenb "Ockap"

REGOSCAR2=1 - 3aperucTpupoBaTb Hocutenb "Ockap2" *

REGTRUST=1 - 3apeructpmpoBaTtb HocuTenb "Marucrtpa" *

REGTRUSTS=1 - 3aperucTpupoBaTb Hocutenb "Marmnctpa CbepbaHk/BGS" *
REGTRUSTD=1 - 3aperucTpupoBaTb HocuTenb "Maructpa Debug" *
REGPNPPCSC=1 - 3aperucTpupoBaTtb cuMTbiBaTeNb "Bce cuntbiBaTENM cMapTkapt" *
REGALLPCSC=1 - 3apermcTpmpoBaTb MOAK/IOYEHHbIE CUMTLIBATENMN CMapTKapT
REGREGISTRY=1 - 3aperucTpmpoBaTb cuuTbiBaTeNnb "Peectp”

REGRIC=1 - 3aperucTtpuposaTtb HocuTenb "PUK"

REGRUTOKEN=1 - 3aperucTpuposaTb HocuTenb "Rutoken" *

REGSABLERDR=1 - 3aperucTtpupoBaTtb cumTbiBaTtens "Cobonb"

REGSABLERND=1 - 3apeructpupoBatb ACYH "Cobonb"

NOETOKENWL=1 - He peructpuposatb Hocutenu "Alladin eToken" ana Winlogon
NOOSCAR2WL=1 - He peructpuposatb Hocutenb "Ockap2" ana Winlogon
NOTRUSTWL=1 - He peructpuposatb Hocutenb "Marucrtpa" gna Winlogon
NOTRUSTSWL=1 - He peructpuposatb Hocutenb "Maructpa CéepbaHk/BGS" ana Winlogon
NOTRUSTDWL=1 - He peructpuposatb HocuTens "Maructpa Debug" ans Winlogon

NORUTOKENWL=1 - He peructpmpoBaTtb HocuTenb "Rutoken" ana Winlogon *

YnpaBneHue pexuMamu paboThbl:
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CPCSPR=1 - Onsa Bepcuun KC1 no3sonsieT BbibpaTb pexuM cnyxbbl XpaHeHWs KtoYen (TONbKo nNpu
yCTaHOBKE)

MEDIACSPS=1 - PerncrtpupoBaTb B CUCTEME OTAENbHbIA NpoOBakAep ASS KaXxAaoro tuna
KOYEBbIX HOCUTEeNeN (TONbKO Npu yCTaHOBKE)

CACHED=N - Hactpoiika kawmpoBaHus knoden. Ecnn N=0, To BbikntoyeHo, ecnm N>0, To 3agaeTt
pa3Mep K3wa (TOosIbKO NpU YCTaHOBKE M TOJSIbKO ANA peXuMa Cnyx6bl XpaHEHUS KITtoUei)

CSPDELETEKEYS=1 - [lpu yganeHuu npoayKra yAaauT TakK XXe BCe HaCTPOMKM U BCE KJIl0YEBble
KOHTEWHepbl U3 peecTpa

YKazaHune cepuiHbIX HOMEpPOB NIULEH3UIA:

PIDKEY= - Ncnonb3oBaTb yYKa3aHHbIN CEpUIiHbIN HoMep CSP

WLPIDKEY= - licrnofnb3oBaTb yKa3aHHbIN cepuinHbii HoMep Winlogon
RPPIDKEY= - Mcnonb3oBaTb yKa3aHHbIA CepUIHbIA HOMep Revocation Provider
OCSPAPIPIDKEY= - icnonb3oBaTtb yYKasaHHbIn cepuiHbii HoMep OCSP Client
TSPAPIPIDKEY= - icnonb3oBaTtb yKa3aHHblIn cepuiHblii HoMep TSP Client

CranpgapTtHble napameTtpbl Windows Installer (nogpobHee — cM. JOKYMeHTauuio:
http://msdn.microsoft.com/en-us/library/aa367988.aspx):

INSTALLDIR=... - MyTb ycTaHoBKM
INSTALLDIR64=... - [llyTb yCTaHOBKM An5 64-KOMMNOHEHT (x64, Itanium)
REBOOT=R - He nepesarpy»xaTb KOMNbIOTEP NOC/E YCTaHOBKMU

ADDLOCAL=Mopaynn - 3agaeT CNMCOK AOMNOHUTENBbHbIX MOAY/EN, KOTOpble cneayeT YCTaHOBUTb
(cnncok yepes 3an05Tylo).

CyuwecTtBylowme gononHUTeNbHbIe MOAYyNu: reprov, driver, compat.
REMOVE=mMoaynu - 014 YXKE YCTAHOBJ/IEHHOIO MPOAYKTA yaansieT ykasaHHble Moaynu

/qb - yctaHoBka 6e3 macTtepa
/qn - yctaHoBKa 6e3 OKOoH
/L*v dainn - CO34aHue XypHaJsa yCTaHOBKMU

Ana ypnanenuvsa Kpunrollpo CSP:
msiexec /x {54A08450-B343-40B0-924E-68F031450996}

MpumMmepbl:
msiexec /i "d:\Kpuntolpo CSP 3.6\csp-win32-kcl-rus.msi" INSTALLDIR="d:\csp" /L*v "c:\temp\csp.lo
/qb

3.2. O6HosBneHune Kpuntollpo CSP

Ons o6HoBneHnsa Kpuntollpo CSP Ha OC Windows HeobxoauMmo:

gll

—3aMOMHUTb Tekywy KoHdurypaumio CSP (yctaHosneHHble [CH, cuuTbiBaTenu, HocuTenwu,

napameTpbl afirOPUTMOB MO YMOAYAHWUIO U T.M.);
— ypanute wtatHbiMK cpeacteamn OC anctpubytmns Kpuntollpo CSP;
— YCT@HOBWUTb @aHaNlOrMMyYHbIA HOBbIN AncTpnbyTme Kpuntollpo CSP;
— Npn Heob6XoANMOCTU BHECTU U3MEHEHUS B HACTPOMKMU.

Kntoum n ceptndunkaTbl COXPaHSOTCA aBTOMATUYECKH.
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4. BapwuaHTbl BcTpanBaHua Kpuntollpo CSP n Kpuntollpo
TLS B npuknagHoe MO

4.1. BcTtpanBaHue Ha ypoBHe CryptoAPI 2.0.

Kpuntolpo CSP MoxeT 6bITb MCNOIb30BAHO B MPUKIAAHOM NporpaMMHOM obecneveHumn (Kak u ntobon
Apyron kpuntonposangep, nocrasnsemoii ¢ OC Windows) yepe3 nHtepderic CryptoAPI 2.0, onuncaHune
KOTOpPOro NpuBeAeHO B nporpaMmHoi gokymeHtaumm MSDN (Microsoft Developer Network):
http://msdn.microsoft.com/en-us/library/windows/desktop/aa380239.aspx. B aToM cny4yae cnocob
Bblbopa kpunATorpaduyeckoro anropmtmMa B npmknagHom MO MoxeT onpeaensaTbCs MAeHTUhUKaATOpoOM
anropuTMa OTKpbITOro Kftoua oTnpaBuTens/nonyyarens, cogepxatierocs B ceptudumkarte X.509.

BcTtpavBaHue Ha ypoBHe CryptoAPI 2.0 no3BonseT BOCNO/Ib30BaTbCA HAbOPOM DYHKLUMI, peLllatowmx
60NbWMHCTBO NpobrieM CBSA3aHHbIX C NpeAcTaBneHneM (popMaTtamMmn) pasnnyHbIX KpunTorpapuyeckmx
coobueHnn (NoagnucaHHbIX, 3aWndpoBaHHbIX), cnocobaMn NpeacTaBNeHUst OTKPbITbIX K/KOYEen B BUae
UMdpOoBbIX cepTUdUKaTOB, CNocobamMn XpaHeEHNS N MOUCKa CEPTUMPUKATOB B PasfIMUHbIX CpaBOYHUKAX,
Bkoyas LDAP.

®yHkunm CryptoAPI 2.0 nNo3BOASOT NOMHOCTbIO peann3oBaTb NpeacTaBsieHne n o6MeH AaHHbIMU B
COOTBETCTBMW C MEXAYHAPOAHbIMU pekoMeHaaumamm n NMHdpactpyktypon OTKpbITbiX Kntoyen (Public Key
Infrastructure).

4.2. BcTtpamBaHue Ha ypoBHe CSP

Kpuntollpo CSP MoxeT 6bITb HENOCPEACTBEHHO UCMO/Ib30BAHO B MPUKIAAHOM NMPOrpaMMHOM obecneyeHun
nyTeMm 3arpy3kum Moayns Cc ucnonb3oBaHnem dpyHkumm LoadLlibrary(). Ans aTux uenem B KOMMIEKT
NOCTaBKM BKOYaeTcs PykoBOACTBO NpOorpaMMm1CTa, onucbiBatoLlee coctaB pyHKUmn n tectosoe O.
Mpu Takon peanusaumn npuknagHomy MO AOCTYNEH NKWLb OrpaHUYEHHbIA HA6op HNU3KOYPOBHEBBIX
Kpuntorpadunyecknx GyHKUNN, COOTBETCTBYOLWMIA MHTepdency Microsoft CSP.

4.3. WUcnonb3osaHue COM uHTepdencos
Kpuntollpo CSP MoxeT 6biTb Mcnonb3oBaHo n3 COM mnHtepdelico, pa3dpaboTtaHHbix Microsoft.
e CAPICOM 1.0
e Certificate Services
e Certificate Enrollment Control
Certificate Enrollment Control

COM uHTepdeiic Certificate Enroliment Control (peanmsoBaHHbIn B dhaiine xenroll.dll) npeaHasHauveH ans
MCMNOMb30BaHNSA OrpaHMYeHHOro Konunyectsa dyHkunii CryptoAPI 2.0, cBA3aHHbIX C reHepaunen Kden,
3arnpocoB Ha cepTudukaTtbl n 06paboTkol cepTudmnKaToB, NoayUEHHbIX OT LleHTpa CepTudmkaumm c
MCMoab30BaHMeM 53blkoB nporpamMmMmupoBaHus Visual Basic, C++, JavaScript, VBScript un cpeabi
pa3paboTku Delphi.

MMeHHO 3TOT nHTepdenc Ncnonb3yT pasnmuHble nybnunuHele LleHTpbl Ceptudunkaummn (Verisign, Thawte n
T. A.) Nnpu dopMnpoBaHum ceptmdmnkaToB nonbloBatenen Ha nnatpopme Windows.

CAPICOM 1.0

CAPICOM (peanunsoBaHHbI B anne capicom.dll) npeaoctasnset COM mnHTepdenc, ncrnonb3ayowmmn
OCHOBHble PyHKUnM CryptoAPI 2.0. DTOT KOMMOHEHT sABAseTca gobaBneHnem K yxe cyuwectsyouwemy COM
nHtepdelicy Certificate Enrollment Control (xenroll.dll), koTopbIn peanu3yoT KINeHTCKMe dYHKLNK
reHepaunun Ko4vemn, 3anpocoB Ha cepTudukaTbl n o6MeHa € ueHTpoM cepTudukaumm.

C BbINYCKOM A@HHOIO KOMMOHEHTa CTasio BO3MOXHbIM UCMOb30BaHMe DYHKUUI (POPMMPOBAHUS U
NpOBEPKWN 3NEKTPOHHOM LUMPPOBON NOAMNCK, MOCTPOEHUS U MPOBEPKU LenoveKk cepTudmnKaTos,
B3aMMOAENCTBUSA C pa3IMYHbIMK CNpaBoOYHMKaMKN cepTudukaTos (Bkntoyas Active Directory) c
ncnonb3osaHuem Visual Basic, C++, JavaScript, VBScript n cpeabl paspabotku Delphi. Ucnonb3osaHune
CAPICOM no3BonsieT peannsoBatb GYHKLUNOHANBHOCTb "TOHKOro" knneHTa B MHTepdence bpoysepa
Internet Explorer/Edge.
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KomnoHeHT CAPICOM saBnsieTcs cB0604HO pacnpocTpaHsieMblM M nocTaBnseTcs B coctaBe Redistributable
MHCTpYMeHTapus pa3spabotumka Microsoft Platform SDK.

MoapobHyto nHdpopmauunto 06 nHtepderice CAPICOM M0OXHO NosyuYnTb Ha cepBepe
http://www.cryptopro.ru/cryptopro/documentation/capicom.htm.

Certificate Services

Certificate Services BkntouaeT B cebs Heckonbko COM mHTepdencoB, No3BONSIOWNX N3MEHUTb
dyHKUMoHanbHOCTb LleHTpa CepTtudukauymm, exoaawero B coctas OC Windows 2000/2003 Server. Mpu
NOMOLUM A@HHbIX MHTEphENCOB BO3MOXHO:

. O6pa6aTbIBaTb nocrtynarmuwune ot nosb3oBaTtenemn 3anpocChbl Ha CepTMCbVIKaTbI;

e  WN3MEHWTb COCTaB AaHHbIX (B TOM uncne gononHeHuin X.509), sanncbiBaemblix B
M30aBaeMble LIEHTPOM cepTUdUKaTb;

e onpeaenuTb AONONHUTENBHbIN cnocob nybnnkaumm (XpaHeHUs) U34aHHbIX LEHTPOM
cepTuduKaToB.

4.4. Wcnonb3oBaHue CK3U Ha nnaTtdopmMe Microsoft .NET

Framework

Komnaxwunein KPUMTO-MPO 6bin paspaboTtaH nporpamMmMHblin npoaykT Kpuntollpo .NET, no3sonsiowmi
ncnonb3oBaTb CPEACTBO KpunTorpaduyeckon 3awmntel Hdopmaunmn Kpuntollpo CSP Ha nnatdopme
Microsoft .NET Framework. KpunTtollpo .NET peanunsyeT Habop nHTepdencos ansg gocryna K
kpuntorpaguuyeckum onepaumsam .NET Cryptographic Provider:

e XelwwunpoBaHue;
®*  roAnucChb;

e wundpoBaHue;

e MAC;

e reHepauwus Knyen u T.4.

Kpome Toro Kpuntollpo .NET no3BonsieT ncnonb3oBaTb CTaHAApPTHble knaccbl Microsoft ans
BbICOKOYPOBHEBbIX Onepauuni:

e pasbop cepTudukaTa;

® MOCTpPOEHME N NpOBepKa Leno4vykn ceptudurkaTtos;

e ob6paboTka CMS coobLieHuni;

e  yCTaHOBJIEHME 3allumLieHHoro obmeHa yepes SSL/TLS, HTTPS un FTPS;
e XML noanuchb u wndpoBaHme.

MoapobHyto nHdpopmauunto, ANCTpUbYTUBDI, LOKYMEHTALMIO U CLLeHapMM UCNOJIb30BaHMSA MOXHO HaWTW Ha
canTe npoaykta www.cryptopro.net.

4.5. Wcnonb3oBaHune CK3UN B Beb-6pay3epax

CK3M XXTKNA.00083-01 moxeT 6bITb MCNONb30BaHO B Be6-6pay3epax Ha pas/iMyHbIX NpOrpaMMHO-
annapaTtHbIX nnatdopmax NyTém BbizoBa pyHKuMn Kpuntollpo SLUIM Browser plug-in.

Kpuntolpo 3UIM Browser plug-in cogepxut komnoHeHTy ActiveX ana pabotel B Microsoft Internet
Explorer/Edge n nnaruH NPAPI ansa apyrux se6-6pay3epoB, NoaAepXUBaAKOLLNX AAHHbIA MHTEepdeliC
BCTpamBaHusa nnarvHos. OyHkumMn CK3M MOXHO BbI3biBaTb M3 cueHapueB JavaScript, cogepxawmxcs B
oTtobpaxkaemoli Be6-6pay3epom cTpaHuLe.

MoapobHas MHdopMauuna AOCTyNHa CTpaHMue naarvHa no agpecy
http://www.cryptopro.ru/products/cades/plugin.
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4.6. UHnumanmnsaumsa 6mnbnmnortekm SSP
MpounssoanTcs 3arpyska 6ubnuotekn Secur32.dll npmn paboTte c onepaumMoHHbIMN CUCTEMAMM
Windows.

C nomouwbto dyHkuMn GetProcAddress nonyvaeTcs ykasaTtenb Ha dyHkumio InitSecurityInterfaceA
(InitSecurityInterfaceW B cnyyae komnunsiumm ¢ Unicode).

BbizoBoMm dyHkumm InitSecuritylnterfaceA (InitSecuritylnterfaceW B cnyuyae komnunsiumm ¢ Unicode)
nony4daetcs Tabnuvua ¢yHkunin SSPIL.

Mnu, BMecTo ncnonb3oBaHuna GetProcAddress, AOCTaTOUYHO NOKIOUYNTL 6MbnnoTeky nMmnopTa secur32.lib
(BxoaunT B MS Platform SDK)

3anonHseTtcs ctpyktypa SCHANNEL_CRED. Mons 3ToN CTPYKTYpbl A0/KHbI 6bITb HYNE€BbIMU, KPOME!
SchannelCred.dwVersion = SCHANNEL CRED VERSION;

SchannelCred.dwFlags = SCH CRED NO DEFAULT CREDS |
SCH_CRED MANUAL CRED VALIDATION;

[ns cepsepa 1 HE aHOHUMHOIO K/IMEHTAa 3aroJIHATCA TakKXe Nons:

SchannelCred.cCreds = 1;

SchannelCred.paCred = &pCertContext.

Mpumeuvanume. KoHtekcT ceptudmkata pCertContext gonkeH coaepaTb CCbIKY Ha 3aKpbITbIA KAHOY.

MpounseoanTcs BbI30B pyHKUMM co3aaHmsa Credentials: AcquireCredentialsHandle ¢ nepenaveii en
ctpykTypbl SCHANNEL_CRED n nmeHn naketa - UNISP_NAME ("Microsoft Unified Security Protocol
Provider").

MHuUmManmsaumsa coegmHeHns KIMeHToM NponsBoamTcs Bbi3oBoM InitializeSecurityContext 6e3
BXoaHoro 6ydepa n cepsepoM — BbiI30BOM AcceptSecurityContext, nocne yero naeT o06blYHbI LMK
Handshake.

MNocne ycTaHOBNEHWSI COEAMHEHMS, HO A0 Hayana nepeaaydv AaHHbIX, NPUIOXEHNE AOTKHO
BbIMOMHWUTbL NMPOBEPKY NapaMeTpoB COeANHEHUS U cepTUdMKaTa yaaneHHON CTOPOHbI.

Ong nonyydyeHus ceptudurkaTa yaaneHHoW CTOpOHbI Bbi3biBaeTcsa pyHKumMsa QueryContextAttributes
c apryMeHToM SECPKG_ATTR_REMOTE_CERT_CONTEXT.

[na nocTpoeHus Lenoykn cepTudnKaToB PpeKOMEHAYETCS UCMNoSib30BaHMe DYHKLUMMK
CertGetCertificateChain, onncanHyto B MSDN/Platform SDK/Security, (c ¢pnaramm nposepku,
COOTBETCTBYHOLWMMHM BbIBpaHHOMY YPOBHIO 6e30nacHoCTU. PekoMeHayeTcs ncnonb3oBaTth dnar

CERT_CHAIN_CACHE_END_CERT | CERT_CHAIN_REVOCATION_CHECK_CHAIN.
Llenouka ceptndukatos nposepsetcsa dyHkumen CertVerifyCertificateChainPolicy, onncaHHol Tam xe, ¢

aprymeHTom pszPolicy, paBHbiMm OIDCERT_CHAIN_POLICY_SSL, n aprymeHToM pPolicyPara, 3anosiHeHHbIM
cnegywowmm obpasom:

ZeroMemory (&polHttps, sizeof (HTTPSPolicyCallbackData)) ;
polHttps.cbStruct sizeof (HTTPSPolicyCallbackData) ;
polHttps.dwAuthType AUTHTYPE SERVER;
polHttps.fdwChecks = 0;

polHttps.pwszServerName = pwszServerName;

memset (&PolicyPara, 0, sizeof (PolicyPara));

PolicyPara.cbSize = sizeof (PolicyPara);

PolicyPara.pvExtraPolicyPara = &polHttps;
Heobxoanmo, utobbl Ang kaxaoro ceptudukaTa B Lernouke

pCertContext->pCertInfo->SubjectPublickeyInfo->Algoritm->pszObjld 3akaHuMBanacb Ha
szOID_GR3410.

BoisbiBaeTca dyHkums QueryContextAttributes ¢ aprymenTom ulAttribute, paBHbiM
SECPKG_ATTR_CONNECTION_INFO, ang nony4yeHusa napaMeTpoB COeAMHEHUS U UX NPOBEPKU Ha
BbIMOJSIHEHNE YC/TOBUN:
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ConnectionInfo.dwProtocol == SP PROT TLS1 CLIENT
ConnectionInfo.aiCipher == CALG G28147, ConnectionInfo.aiHash == CALG GR3411
aiExch=CALG_DH EX EPHEM pym CALG DH EX SF

Unkn wudposaHusa/pacumbposaHnsa Ansa NonyyeHns napameTpos coeguHeHUs WNdpoBaHUSA AaHHbIX
peanusyeTcs ¢ nomouwblo dyHKUMn EncryptMessage/DecryptMessage.

MpumeuaHume. JonkHa 6biTb 06ecneyeHa KoppekTHas 06paboTka KoaoB Bo3BpaTa pyHKkUMM SSPI. Mpu
3TOM cneayeT yunTbiBaTb, YTO TpebyeTca pa3Has obpaboTka B 3aBUCMMOCTU OT TOrO, SBMSETCA KOA
BO3BpaTa KOAOM YCMELHOro BbIMNOJIHEHMS DYHKUMKN, KOAOM He daTanbHOM oWnbKM, He Tpebytowwen
pa3pbiBa coeamMHeHusl, koaom daTanbHom ownbkn, Tpebytollel paspbiBa coeamHeHns. Bce
HeobpabaTbiBaeMble KOAbl BO3BpaTa OWMNO0K A0/KHbI MPUBOANTL K pa3pbiBy COeAMHEHUS.

4.7. 3aBeplUeHne ceccum
KoppekTHoe 3aBeplueHne ceccum ocyllecTsnseTcs BbizosoM dyHkummn ApplyControlToken.

4.8. TpeboBaHuns 6e30MacHOCTH

1. MpuMmeHeHne Moaynsa NOAAEPXKKN CETEBON ayTEHTUdMKALMN AONYCKAETCS TONbKO Npu
NCMNOMIb30BaHNM OTKPbITbIX K/OUen cepBepa W KneHTa, cepTMdUUNPOBaHHbIX JOBEPEHHbBIM LIEHTPOM
cepTudunkaunm

2. MNpunoxeHnem fomxkHbl o6ecneymBaTbCsl NpoBepka cepTudukaToB B coobeHusax Certificate n
CertVerify, npoBepka 12 6anT B coobuieHunsx Finished knneHTa n cepBepa, ABASOWMXCA UMUTOBCTaBKaMm
K MHdOpMaLunmn BCero ananora KineHT-cepBep B NpoLecce YCTaHOBIEHUS CECCMU, KOHTPOJSIb COOTBETCTBUS
nMeHn knneHTa (cepsepa) IP-agpecy, No KOTOpPOMy yCTaHOB/IEHA CeCccus.

3ateM Ha cTpaHuue http://<CA>/certsrv/certsces.asp (415 3ToM CTpaHUUbl AO/KEH 6bITb
pa3peweH ActiveX) BbIbUpaeTca HYXHbIA LEHTP cepTudukaumm, wabnoH ceptudmnkarta, nonb3oBaTenb
AomeHa, CryptoPro SmartCard CSP n cepTudumkaT areHTa nogaym 3asaB0oK, NoJSy4eHHbIN paHee. Ecnum
KJIMEHT 3axoauT Ha 3Ty cTpaHuuy ¢ Windows Vista nu6o Windows 2008, cnyxb6a ceptudumkaumm gonxHa
6bITb ycTaHoBNeHa Ha Windows 2008 Server unn Ha Windows Server 2003 f0/HKHO 6bITb YCTAaHOBJ/IEHO
obHoBNeHne Beb-nHTEpdElica cnyxbbl cepTudurkaumu.

5. BctpamBaHue CK3W Kpuntollpo CSP B npuknaaHoe MO

Mpu BcTpamBanHnu CK3W Kpuntollpo CSP B npuknagHoe nporpaMMHoe obecrneyeHme A0SKHbI
BbINONHATLCSA TpeboBaHusa pasgena 17 pokymeHTa "XKTUA.00083-01 90 02.Kpuntollpo CSP. PykoBoACTBO
aaMUHUCTpaTopa 6esonacHocTn. Obuwas yacTb."

6. TpeboBaHNA MO OpraHM3aUMOHHO-TEXHUYECKNM U
aAMUHUCTPATMBHbLIM MepaM obecrneyeHuns
akcnnyaTtaummn CK3U

JOonXHbl BINONHATLCSA TpebOBaHUSA MO OPraHM3aLMOHHO-TEXHUYECKMM N aAMUHUCTPATUBHbBIM
MepamM obecnedeHusa 6esonacHocTun skcnayataunn CK3UM B o6beme pasgena 12 gokymeHTta "XTUA.00083-
01 90 02. KpunTollpo CSP. PykoBoacTeBo agMumHucTpatop 6e3onacHoctn. Obwas vactb."
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6.1. TpeboBaHusa no ncnonb3osaHunto CK3M co ctaHaapTHbIMU

nporpaMMHbIMKN cpeacteamm COK

MporpamMmMHoe obecneyeHne CK3M XKTNA.00083-01 no3BoasSIeT MCNOMb30BaTh POCCUICKNE
KpunATorpapuyeckne anroputMmbl U cepTuduKaTbl OTKPbITbIX KIHOYEN U KOYEN NMPOBEPKU 3/TIEKTPOHHOM
noanucu ctaHgapTa X.509 ¢ pas3nnyHbiM NporpaMMHbIM obecnevyeHmem Microsoft:

e LleHTp Ceptndumkauunm - Microsoft Certification Authority, Bxoaawmin B coctaB Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008r2, Windows 2012
Server, Windows 2012r2 Server.

e DnieKTpoHHas noyTta - Microsoft Outlook (13 coctaBa Microsoft Office 2013, Office 2010, Office
2007, Office 2003, Office XP, Office 2000).

e DneKTpoHHas noyta - Microsoft Outlook Express B coctaBe Internet Explorer/Edge, Windows
Mail, Windows Live Mail.

e Microsoft Word, Excel, Info Path n3 cocrasa Microsoft Office 2003, 2007.

e CpepacTtBa KOHTpoOsis LenoctHocTu MO, pacnpocTpaHseMoro no cetn - Microsoft Authenticode.

e Cnyx6bl TepmmHanoe ans Windows 2003 Server, Windows 2008 Server, Windows 2008r2
Server, Windows 2012 Server, Windows 2012r2 Server (Bkato4as Wwito3 cny>x6 TepMmHanos).

e 3awmuta TCP/IP coeanHenun B cetu WHTepHeT - npoTtokon TLS/SSL npu B3anMoaencremu
Internet Explorer/Edge - web-cepBep IIS, TLS-cepBep, TLS-knueHT (IE).

Microsoft SQL-cepBep.

Microsoft ISA cepBep.

Microsoft Forefront Threat Management Gateway (TMG).
CepBep TepMnHanoB u knneHT (RDP).

e CpeacrtBa pYHKUMOHMPOBaHMSA KoMnsiekca paspabotku 000 «KPUMTO-MPO»

KpunTtolpo YU 1.4, 1.5, 1.5 R2, Cnyx6bl YL, KpunTtolpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP,
KnueHT Kpuntollpo HSM.

CK3U XTWA.00083-01 npu dyHKUMOHMPOBaHUKU noA ynpasneHnem OC Windows MoxeT
NCNo/1b30BaTbCSA C AOMOSIHUTENbHBIMW MPOrpaMMHbIMK CPEACTBaMU 3aLMUThI !

XKTSAN.00032-01 30 01. Kpuntolpo Winlogon. CpeacTtso ceTeBon ayTeHTUdMKaUmu.
XXTAN.00051-01 30 03. Kpuntollpo EFS. CpeactBo XxpaHeHns KoHdbuaeHUManbHOM MHpOpMaumu.

6.2. TpeboBaHusa no nogkntoveHuto CK3U anga paboTol
no obLenoCTynHbIM KaHanaM nepegayvun AaHHbIX

Mpn noakntoyeHun CK3UM kK o06WenoCcTynHbIM  KaHanaMm nepejayvm  AaHHbIX  go/mkHa 6biTb
obecneyeHa 6e€30MacHOCTb 3aLWMLLEHHONM CBA3U. [pn 3TOM A0MXKHbI 6bITb ONpeaeneHsbl:
e Mopspok nogkntoveHmnsa CK3U k kaHanam.
e BoigeneHo nuuo, oOTBeTCTBEHHOe 3a 6e3onmacHocTb paboTbl No 06WenoCTynHbIM
KaHasnam.
e PazpaboTaH TMNOBOM pernaMmeHT 3alMLLEHHON CBSA3M, BK/IIOYAIOLWMNA:

- NoNUTMKY 6e30MacHOCTU 3alULLEHHON CBA3MN.

- AOMYCTMMbIN COCTaB MPUKAAAHbIX MPOrpaMMHbIX CPeAcTB, AJ189 KOTOPOro AOJIKHO
6bITb McCcnenoBaHO WM 06OCHOBaAHO OTCYTCTBME HeraTMBHOro BausaHMA Ha CK3W no kaHany nepepauu
JAHHbIX.

- NepeYeHb AOMNYCTUMbIX CETEBbIX MPOTOKOJIOB.

- 3alKUTy ceTeBbIX coeanHeHUl (NnepeyeHb AOMYCTUMbIX CETEBbIX 3KPaHoB).

- CUCTeMa M CpeacTBa aHTUBUPYCHOW 3alUnThI.

Mopsipok noaknoyeHns CK3W k kaHanam CBSA3M AO/KeH 6biTb onpeaeneH 3KCnyaTupytowen
opraHmsaumen.
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JlnuoM, OTBETCTBEHHbLIM 3a 6e3onacHocTb paboTbl CK3WM no o6uwenocTynHbIM KaHanaMm, Kak
npaBwuIo, AO/KEH BbITb aAMUHUCTPATOP 6€30MacHoOCTy.

MepeyeHb wTaTHbIX cpeacTs OC, MOXeT BKAOYaTbC aAMUHUCTPAToOpPOM B TUMOBOW pernameHT 6e3
npoBeAeHns AOMONHUTENbHbIX WCCNeAoBaHUM No oueHke ux BAugHuA Ha CK3U. Tpu 3TOM [OKHbI
BbIMONHATLCA:

e CBOeBpeMeHHOe O06HOB/eHMe  MNpOorpamMMHbIX CpPeAcTB, BKJIOYEHHbIX B COCTaB
pernameHTa.

e KOHTPOAb cpeabl GYHKUMOHMpoBaHMs CK3U.

e onpeaenieHne n KOHTPOsib 3@ UCMOJSIb30BAHMEM CETEBbIX MPOTOKOO0B.

e cobnoaeHue npasun nonb3oBaHus CK3WN n cpegon dyHkumoHnpoBaHus CK3N.

Mpn ncnonb3osanHun CK3W ¢ apyrmmu ctaHAapTHbIMKM MPOrpamMMHbIMKM CpeACTBaMU BO3MOXHOCTb
noakntoyeHns CK3M k oblienocTynHbIM KaHajlaM nepegaym AaHHbIX AO/HKHa ObITb onpeaeneHa TONbKO
nocne npoBeAeHUs AOMNOJSIHUTENbHbIX WUCCAeA0BaHUM C OLEHKOW HEBO3MOXHOCTM HEeraTMBHOIO BAUSHUSA
HapywuTens Ha gyHKUMOHMpoBaHMe CK3U, ncnonb3yrowero BO3MOXHOCTU 06LLEeA0CTYMHbIX KaHasoB.

7. TpeboBaHusa no 3awunte ot HCA

7.1. OpraHu3aumoHHO-TEXHUYECKNe Mepbl 3awmTbl oT HCA

[osmkeH 6bITb peann3oBaH CleAyrLWmMii KOMMIEKC OpraHM3aLMOHHO-TEXHMYECKMX Mep 3awmTbl oT HCA:

e B cucrteme pernctpupyetcs oaMH nofnb3oBaTtenb ¢ uMeHeM root, obnapatowmn npasamm
aAMUHWUCTPATOpa, Ha KOTOPOro Bosnaraetcs 06a3aHHOCTb KoOHdUrypuposatb OC Windows,
HacTpausaTb 6e3onacHocTb OC, a Takxe KOHpUrypmposaTb [M19BM, Ha KoTOpylO
ycTaHoBsieHa OC Windows.

e [Ina aaMnHUCTpaTopa BblibMpaeTcs HaAeXHbI Naposb BXOAa B CUCTEMY,
yOOBNETBOPAOWMI cnegyowmMm TpeboBaHmsM: A/IMHa Napons He MeHee 6 CMMBOJIOB,
cpean CMMBOJ10B NapoJia BCTpeYaloTCAd 3ariaBHble CMMBOJIbl, MPOMNUCHblE CUMMBOJIbI, LI,VI(bpr
M cneunanbHbie CUMBOJIbl, CPOK CMEHbI Maposisi HE pexe 04HOro pa3a B Mecsil, A0CTyn K
napont fomkeH 6biTb obecrneveH TONbKO Nosb3oBaTeNto root.

e BceM nonb3oBaTtensMm, 3apernctpuposaHHbiMm B OC Windows, agMUHUCTpaTop B
COOTBETCTBUM C MOANTUKON 6€30NacHOCTU, NPUHATON B OpraHnsauum, 4aeT MUHMManbHO
BO3MOXHble ANs1 HOpManbHoM paboTbl NpaBa. Kaxabin nonb3oBatenbs OC Windows, He
ABMSAOWNIACAS aAMUHUCTPATOPOM, MOXET NpPoCMaTpmMBaTh U peaaKTMpoBaTb TOSIbKO CBOM
YCTaHOBKW B paMKax Mnpas AOCTyMna, Ha3Ha4YeHHbIX eMy aAMUHUCTPATOPOM.

¢ Ha koMmnbloTepe ycTaHaBnmeaeTcs Tonbko ogHa OC Windows. He ncnonb3sytoTt
HeCTaHAapTHbIe, U3MEHEeHHbIe nnu otnagoyvnblie sepcmn OC Windows Takue, Hanpumep,
kak Debug/Checked Build. Ha Bcex HDD pgonxHa 6bITb ycTaHoBNeHa gannosas cucreMa
NTFS.

e [lpaBa goctyna K kaTanoram %Systemroot%\System32\ Config,
%Systemroot%\System32\SPOOL, %Systemroot%\Repair, %Systemroot%\COOKIES,
%Systemroot%\FORMS, %Systemroot%\HISTORY, %Systemroot%\SENDTO,
%Systemroot%\PROFILES, %Systemroot%\OCCASHE, \TEMP, a Takxe dannam boot.ini,
autoexec.bat, config.sys, ntdetect.com n ntldr sonHbl 6bITb YCTAHOBNEHbI B
COOTBETCTBUM C MONIUTUKON 6€30MaCcHOCTUN, NMPUHSITON B OpraHM3auunu.

e JlonXHbl 6bITb YCTAHOBIEHbI OFPAHMYEHUs HA AOCTYN MoJsib30oBaTesiel K CUCTEMHOMY
peecTpy B COOTBETCTBUM C MPUHATON B OpraHn3aummn noamtnkon 6e3onacHoCcTu, 4to
peanusyeTtcs npw nomowmn ACL nnm yctaHoBKOM npas Aoctyna npu Hanumume NTFS.

e [lonxHa 6bITb UCKIOYEHA BO3MOXHOCTb YAa/IEHHOr0 peAakTUpOBaHUSA CUCTEMHOIO
peecTpa.

e [lomkHa 6bITb NpoBeaeHa yctaHoBka SECURITY_ATTRIBUTES npoueccoB 1 NOTOKOB B
cooTBeTCcTBMU C TpeboBaHuAMM 6€30MaCHOCTN BCEN CUCTEMbI B LIE/IOM.

e Ecnu HeT HeobxoaMMOCTH, HE cneayeT NCnosb3oBaTb NpoTokon SMB. B cnyvae
Heo6xoANMMOCTU NCNONb30BaHUA NpoTokona SMB napameTpbl EnableSecuritySignature
(REG_DWORD) u RequareSecuritySignature(REG_DWORD)
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B kntode HKLM\System\CurrentControlSet \Services\LanManServer\Parametrs Ao/HbI
ObITb YCTAHOBJ/IEHbI CO 3HaYeHnsMn 1.

e Y rpynnbl Everyone gomkHbl 6biTb yaaneHbl Bce NpuMBUIErnm.
e [lomkeH 6bITb NepeMMeHoBaH nosb3oBatenbs Administrator.
e [JlonmkHa 6bITb OTK/IOUEHA y4YyeTHas 3anncb Ansa roctesoro sxoga (Guest);

e [10/1KHO 6bITb UCK/TOUEHO UCMO/Ib30BaHUE pEXMMa aBTOMATUYECKOro BX0o[4a Nosib30BaTeNns
B OMEpPaLMOHHYI0 CUCTEMY MpU ee 3arpysKe.

e [1o/1XHO 6bITb OFrpaHMYEHO C YYETOM BblbpaHHOM B opraHusaumu nonmTukm 6e3onacHoCcTu
ncnosb3oBaHWe nosb3oBaTensamm cepsuca Sheduler.

e [JlonxkeH 6bITb OTKNOYEeH cepBmuc DCOM.

e JlonXHbl 6bITb OTK/IHOYEHbI CETEBbIE MPOTOKOJ/Ibl, HE UCMNOJIb3yEMblE Ha AaHHOM MDBM.

e B cnyuae nogkntoueHus NM3BM c yctaHoBneHHbIiM CK3W k 06WwenocTynHbIM CeTsM
nepeaayun AaHHbIX AO/MKHO 6bITb UCKIOYEHO UCNonb3oBaHue JavaScript, VBScript, ActiveX
M APYrUX NporpaMMHbIX 06BEKTOB, 3arpy>Xaembix U3 CeTu.

e JlonxHa 6bITb UCKIOYEHA BO3MOXHOCTb CETEBOrO0 aAMUHUCTPUPOBAHUS AN BCEX, BKIOYas
rpynny Administrators.

e [lo/mkeH 6bITb 3aKpbIT AOCTYMN KO BCEM HE UCMOJSIb3YEMbIM NMOpPTaM.

e JloMKHbl BKKOYATLCS DUALTPLI Naponei, ycTaHaBNMBaeMble BMECTE C NakeTaMu
obHoBnennin OC Windows.

e [1o/mKHbl 6bITb MCKHOYEHDBI MCMOSTHEHWE U OTKpbITNE cbaﬁnos, MONy4YeHHbIX U3
O6LIJ,e,D,OCTyrIHbIX ceTen nepegayvn aaHHbIX, 6e3 npoeefgeHnsa COOTBETCTBYHOLWKMX NMPOBEPOK
Ha NpeaMeT coaep>XXaHunsa B HAX MPOrpaMMHbIX 3aKslagoK U BUPYCOB.

e [JlonxHbl 6bITb yaaneHol Bce obwme pecypcbl Ha NM3BM ¢ yctaHoBneHHbIM CK3U
«Kpuntolpo CSP» (B TOM uncne n co3gaBaeMble N0 YMOSYaHMIO npu yctaHoBke OC
Windows, koTopble He ncnonb3yTca. lNpaBa focTyna K Ucnosb3dyeMbiM 06WMM pecypcam
[OKHbI 6bITb 3a4aHbl B COOTBETCTBUM C NOIMTUKOM 6€30MacHOCTN NPUHATON B
opraHmsauumn.

e [locne yCcTaHOBKM OnepauMoHHON cucTeMbl U3 KaTanora %Systemroot%\System32\Config
Ao/KeH 6bITb yaaneH dann sam.sav.

e Jl1o/KHbI MCNO/Ib30BaTbCS Hanbonee 3awmueHHbIe MPOTOKO/bl ayTeHTUdGUKaLUN,
peanu3oBaHHble B Windows, ecnu ¢dyHkunoHunpoBaHue CK3U He npeagycmaTpmuBaeTt
NpUMEHeHne ApPYrnx npoToKo0B.

e [10 BO3MOXHOCTU ClieayeT NPUMEHSTb CaMble CUJIbHbIE WabnoHbl 6e30MacHOCTH
(Templates).

e JlomkHa 6bITb pa3paboTaHa cucTeEMa Ha3Ha4YeHUs U CMEHbl Naposien.
e JlonkHO 6bITb 3anpeLeHo ncnonb3osaHne GYHKLUMN pe3epBHOro KONMpoBaHWS nNaponen.

e Jlo/KHbl 6bITb OTKOUEHbBI PEXUMbI OTOBPaXXeHUS OKHa BCEX 3aperncTpupoBaHHbIX Ha
M3BM nonb3oBaTtenei n 6bICTPOro NeEpeksItoYeHNs NOb30BaTeNEN.

e [JlonkHa 6bITb OTK/IIOYEHA BO3MOXHOCTb YAANEHHOr0 agMUHUCTPUpoBaHus MNM3BM ¢
yctaHoBneHHbIM CK3U «Kpuntollpo CSP»

e J10M1XHO 6bITb OrpaHMYEHO KOTMYECTBO HeyAa4YHbIX NMOMbITOK BXOAa B CUCTEMY, B
COOTBETCTBME C NoNUTUKOM 6e30nacHOCTN, MPUHATON B opraHm3aumn. PekomeHayeTcs
6n10okMpoBaTb CUCTEMY MOC/Ee TpeX HeyAauHbIX NOMbITOK.

e [lo/XHbl UCMONb30BaTbCS CUCTEMA ayAuTa B COOTBETCTBME C MNOSIMTUKON 6€30MacHOCTH,
NMPUHATON B OpraHM3auun, U OpraHM30BaH perynsipHblii aHanus pesynbTaToB ayauTa.

e JlonkeH NpoBOAUTBLCS PerynspHblii NPOCMOTP coobLeHui B xypHane cobbitnin Event
viewer.

¢ OC Windows gonkHa 6blITb HacTpoeHa Ha 3aBeplieHne paboTbl Npy NEpenosiHEHNN
XXypHana ayauTta.
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JomxkHa 6bITb obecnevyeHa HEBO3MOXHOCTb Mogmndurkaumm OC Windows yepes
obuwenocTynHblie kKaHanbl nepeagavn aaHHbix (Windows Update, Remote Assistance, n
T.M.);

Mocne nHctannaumm OC Windows fomkeH 6bITb yCTaHOBMAEH NOCNeAHMN OpULUMaNbHbIN
Service Pack oT dmpmMbl Microsoft, cywecTsytowmin Ha MoOMeHT yctaHoBkn OC Windows.

[onXHbl NCNOMNb30BATLCA NOAMNUCaHHbIE ApaiBepsl.

Ha Bce anpekrtopuu, cogepxalme cmcteMuble darnsl Windows 1 nporpamMmmsl 13
komnnekTa CK3W, ponxHbl 6bITb YCTaHOBAEHbI NpaBa A0CTyna, 3anpeLatowme 3anuch
BCEM Nosib30oBaTensaM, kpoMme AgmmHuctpatopa (Administrator), Co3gatens/Bnagensua
(Creator/Owner) n Cncrtembl (System).

JomkHa 6bITb UCKIOYEHa BO3MOXHOCTb CO34aHus aBapMVIHOFO AaMna OI'IepaTMBHOVI
NaMATU, TaK KaK OH MOXET COAEPXKATb KpVII'ITOFpaCbVNECKVI OonacHyw VIHCbOpMaLI,VIIO.

7.2. HacTtpomnka cmuctemHoro peectpa OC Windows npw
ycTtaHoBke CK3U

Ha M3BM c yctaHoBneHHom OC Windows npu yctaHoBke CK3UM Heobxoommo BHECTU cneaytowme
W3MEeHEeHMNs B CUCTEMHbIN peecTp:

B kntode HKLM\System\CurrentControlSet\Control\LSA, yctaHOBUTb napameTp
RestrictAnonymous (REG_DWORD) co 3HauyeHneM 1 anst UCKAYEHMs A0CTyna
aHOHMMHOro nonb3osaTensa (null-session) K CNUCKy pa3gensemblX pecypcos, a
TaKXe 4719 UCKJII0YEHNA AOCTYyMa K COAEPXMMOMY CUCTEMHOIO peecTpa;

A1 UCKJTIOYEHMS YyTEYKN MH(OopMaummn npu nepegayvye AaHHbIX N0 MMEHOBAHHOMY
kaHany \\server\PIPE\SPOOLSSyaanuntb nmsa SPOOLSS wn3 kntoya
HKLM\System\CurrentControlSet\Services\LanManServer\Parameters\NullSessionPipes;

B kntode HKLM\System\CurrentControlSet\Services\ LanManServer\Parameters
yCTaHoBUTb NapameTpbl AutoShareWks n AutoShareServer, nmetowme Tun
REG_DWORD, co 3HauveHueM 0 ans 3anpeta aBTOMATMYECKOr0 CO34aHUS CKPbITbIX
COBMECTHbIX pecypcoB;

B kitoue HKLM\Software\Microsoft\WindowsNT\ CurrentVersion\Winlogon
ycTaHoBuTb napameTtp CashedLogonCount (REG_DWORD) co 3HaueHueM 0 ans
OTKJ/TIOUYEHUS K3LWMPOBaHMSA Naponei nocneaHnx AecsaTi nosb3oBaTesNen, BoLeALNX
B CUCTEMY;

B kntoue HKLM\System\CurrentControlSet\Services\Eventlog\ <LogName>
(LogName — nMs xypHana aAns KoToporo cneayeT orpaHuymTb 40CTyn
nonb3oBaTensiMm rpynnbl Everyone) yctaHoBUTbL napameTp RestrictGuestAccess
(REG_DWORD) co 3HaueHueM 1 ans UckayeHus gocrtyna rpynnbel Everyone k
CUCTEMHOMY XYpHany 1 XypHany NpuioXeHun;

B kntodye HKLM\System\CurrentControlSet\Control\
SessionManager\MemoryManagment ycTaHOBUTb NapameTp
ClearPageFileAtShutDown (REG_DWORD) co 3HauyeHneM 1 gns Bkao4YeHUs
MexaHu3Ma 3aTmpaHus dainia noakavykm Npu nepesarpyske;

B kntodye HKLM\System\CurrentControlSet\Control\SecurePipeServers\ ycTaHOBUTb
B COOTBETCTBMMW C NOANTUKON 6€30NacHOCTM NPUHSATON B OpraHuM3aumn paspelleHus
Ha AOCTyn K napaMeTpy winreg AN orpaHuUyYeHuns yaaneHHoro A4ocTyna K peecrpy;
B kntode HKLM\SOFTWARE\Microsoft\WindowsNT\CurrentVersion\ Winlogon\
ycTtaHoBuTb napameTtp AllocateFloppies (REG_SZ) co 3HaueHneM 1 ans UCKIo4eHUs
napannenbHOro UCMnosb30BaHMa ANCKOBOAA A5 TMOKMX ANCKOB;

B ktoye HKLM\System\CurrentControlSet\Control\Lsa yctaHOB/Tb napameTp
AuditBaseObjects (REG_DWORD) co 3HauyeHueM 1 ans BKIOYEHUS ayauTa Ha
6a3oBble 06bEKTbI CUCTEMDI;

B kntoye HKLM\System\CurrentControlSet\Control\Lsa yctaHOBUTb napameTp
FullPrivilegeAuditing (REG_BINARY) co 3HadyeHueM 1 ons BKAKOYEHUS ayauTa
npuBuUnNervn;
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e ANSA UCK/OYEHMS nepefadn naposei nonb3oBaTesiel Mo CETU B OTKPbLITOM BuAE
(OC Windows) B kntoue
HKLM\SYSTEM\CurrentControlSet\Services\MRxSmb\Parameters ycTaHOBUTb
napameTp EnablePlainTextPassword (REG_DWORD) co 3HaueHunem 0.

7.3. Wcnonb3oBaHune CK3W co ctTaHAapTHbIMWU NPOrpaMMHbIMMU
cpeacteamu COK

MporpaMmmHoe ob6ecneueHne CK3U XXTUA.00083-01 no3BONSIET UCMONb30BaTb POCCUMNCKME
KpunTorpaduyeckne anroputMmbl U ceptTudukaTbl OTKPbITbIX Ktoven ctaHgapta X.509 ¢ pasnmuHbiM
nporpaMMHbiM obecneyeHnem Microsoft:

e LleHTp Ceptndumkauum - Microsoft Certification Authority, Bxoasawmin B coctaB Windows 2000
Server, Advanced Server, Windows 2003 Server, Windows 2008 Server, Windows 2008R2, Windows
2012 Server, Windows 2012R2 Server.

e DnekTpoHHasa nouyta - MS Outlook (Office 2013, Office 2010, Office 2007, Office 2003, Office
XP, Office 2000).

e DnekTpoHHas noyta - Microsoft Outlook Express B coctase Internet Explorer/Edge.
e Microsoft Word, Excel, Info Path ns cocrasa Microsoft Office 2003, 2007.
e CpepncTtBa KOHTpoOSS LenocTtHocTu MO, pacnpocTpaHseMoro no cetu - Microsoft Authenticode.

e Cnyx6bbl TepmmHanos gna Windows 2003 Server, Windows 2008 Server, Windows 2008r2
Server, Windows 2012 Server, Windows 2012R2 Server (Bk/to4yas W03 cyx6 TepMuUHanoB).

e 3awmuta TCP/IP coeanHenuit B cetu WHTepHeT - npoTtokon TLS/SSL npu B3anMoaencTemu
Internet Explorer/Edge - web-cepBep IIS, TLS-cepsep, TLS-knueHT (IE).

e SQL-cepsep.

o ISA cepsep.

e CepBep TepMnHanos u knmeHt (RDP).

e Cpeactea dyHKUMOHMPOBaHMA KoMnnekca paspabotkm OO0 «KPUMTO-MPO»
Kpunto-Mpo YU 1.4, Kpuntolpo OCSP, Kpuntollpo TSP, KpuntoAPM, CryptCP, KnueHnTt Kpuntollpo HSM.

CK3M XTNA.00083-01 npun dpyHKUMOHUpOBaHUM noA yrnpasrieHnem OC Windows mMoxeT
MCMONb30BaTbCsA C AOMOSIHUTEIbHBIMU MPOrPaMMHbIMU CPeACTBAMM 3aLUUTHI:

XKTSAKN.00051-01 30 03. KpunTtollpo EFS. CpeactBo XpaHeHUs KOHduaeHUnanbHOW nHdopMaumn.
XXTAN.00086-01 30 01. CK3U KpunTollpo IPSec.

7.4. TpeboBaHusa Mo opraHMsaunumn ceTeBoro NoAKJYEHUS K
KOpNopaTUBHbIM CETSAM N ceTaMm obulero goctyna.

Mpn opraHusauuu CeTeBOro NOAKAYEeHUs HeobxoauMMO onpeaenuTb MNOSUTUKY pasrpaHuyeHus
AOCTyna B CE€TM Ha ocHoBe pokyMeHTa XTHAW.00086-01 90 01 Kpuntollpo IPsec. PykoBoacCTBO
aaAMUHUCTpaTopa 6e3onacHoCcTu.

OpraHM3aLw|9| noaknt4yeHna AO0JIXKHa yAOBJIETBOPATD I. 6.2 HaCToALWEero AOKyMeHTa.

8. TpeboBaHna No Kpuntorpadpuyeckon 3almnTe

o [lo/KHbI BbIMONHATLCA TpeboBaHMs Mo KpunTorpaduyeckon 3awmTte pa3gena 13
[okyMeHTa XTNA.00083-01 90 02. Kpuntolpo CSP Bepcus 3.9. PykoBoacTso
aaMunHucTpaTopa. Obwas yactb. B 4YacTu, kacatwwencs OC Windows.

. lMepen HavanoM pa6OTbI M B npouecce pa6OTbI [OMKEH 6bITb npoeeaeH KOHTPOJib
LLeNOCTHOCTH.

e KOHTpOMEeM LUenoCTHOCTU A0IXKHbI 6bITb OXBayeHbl dalinbl:
Windows 32-bit:
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accord.dll, apmdz.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpcng.dll,
cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi_2.dll, cpcspr.dll, cpdrvlib.sys, cpenroll.dll,
cpet.dll, cpExSec.dll, cpext.dll, cpintco.dll, cpkdc.dll, cpkrb.dll, cpksp.sys, cpmail.dll,
cpMSO.dlIl, cpoutlm.dll, cprastls.dll, cprdr.dll, cprevchk.dll, cprndm.dll, CProCtrl.sys,
CProDspr.dll, cpschan.dll, cpsecure.dll, cpsslsdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe,
cpwinet.dll, cpXML5.dll, csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll,
emv.dll, esmarttoken.dll, etok.dll, fat12.dll, genkpim.exe, inpaspot.dll, isbc.dll,
jcard.dll, pcsc.dll, pkimgmt.dll, reg.dll, reprovmgmt.dll, ric.dll, rtsup.dll, sable.dll,
setuptest.exe, snet.dll, winlogomgmt.dll, wipefile.exe, cpssl.dll, cpsspap.dll.

Windows 64-bit (x86)

accord.dll, apmdz.dll, bio.dll, charismathics.dll, cpadvai.dll, cpcertocm.dll, cpcng.dll,
cpconfig.cpl, cpcrypt.dll, cpcsp.dll, cpcspi_2.dll, cpcspr.dll, cpdrvlib.sys, cpenroll.dll,
cpet.dll, cpExSec.dll, cpext.dll, cpintco.dll, cpkdc.dll, cpkrb.dll, cpksp.sys, cpmail.dll,
cpMSO.dlIl, cpoutlm.dll, cprastls.dll, cprdr.dll, cprevchk.dll, cprndm.dll, cpschan.dll,
cpsecure.dll, cpsslsdk.dll, cpsuprt.dll, cpui.dll, cpverify.exe, cpwinet.dll, cpXML5.dll,
csptest.exe, dallas.dll, detoured.dll, ds199x.dll, dsrf.dll, emv.dll, esmarttoken.dll,
etok.dll, fat12.dll, genkpim.exe, inpaspot.dll, isbc.dll, jcard.dll, pcsc.dll, pkimgmt.dll,
reg.dll, reprovmgmt.dll, ric.dll, rtsup.dll, sable.dll, setuptest.exe, snet.dll,
winlogomgmt.dll, wipefile.exe, cpssl.dll, cpsspap.dll.

9. TpeboBaHua no pabote c EFS, Secure Pack Rus,
IPsec

Pabota co cpeactBom EFS, naketom Secure Pack Rus, IPSec pomkHa npoBOAMTBCA C
BbINOJSIHEHMEM TpeboBaHMIM 3KCNNyaTaUMOHHON AOKYMEHTALUMN Ha 3TU CpeAacTBa:

- XTAM.00051-01 30 03. Kpuntollpo EFS. CpeactBo XpaHeHust KoHduAeHUMaNbHON MHQoOpMa-
umun. ®opmynsap;

- EAMP. 5090005.032-01 30 01. Secure Pack Rus Bepcus 3.0. dopmynsp.
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MpunoxeHne 1. KOHTPO/b LEeNOCTHOCTU NPOrpaMMHOro
obecneveHuns

Moaynb cpverify.exe No3BosSET OCYLECTBAATb KOHTPOJb LENOCTHOCTM YCTaHOBIEHHOrO NPOrpaMMHOro
obecneyeHuns. KOHTpONb LEeNOCTHOCTN (aliiioB OCYLLECTBASETCA Npu 3arpy3ke darisia Ha ucnonHeHue (1
nepuoanYeCcKn BO BPEMS BbINOMHEHUS) UAN MPU PYYHOM 3arnycKe NporpaMMbl KOHTPOASA LEeIOCTHOCTU (CM.
OMNuUUID =KV HUXeE).

Mpy NOMOLLM NEPEUYUCTIEHHbIX HUXE onunii Moaynb cpverify.exe MoXeT 6biTb MCMOb30BaH ANs
Cneaywmx KOHTPObHbIX Lienein:

e cpverify —r2x out_file [xmlcatname] - ¢opmuposaHmne xmli-garina c umeHem out_file,
cofepyallero cnmcok dannos, Haxoaswmxcs B katanore xmlcatname noa KoHTponem
LEeNoCTHOCTH;

e cpverify =x2r in_file [xmlcathame] - ycTaHoBneHWe Nog KOHTPOJIb LLE/IOCTHOCTH haiioB
13 katanora xmlcatname, nepeuncneHHbix B xml-gaiine c umeHem in_file;

e cpverify —xv in_file [xmlcathame] - npoBepka uenoctHocTn annos n3 KaTtanora
xmlcatname, nepeuncneHHbix B xml-garine c umeHem in_file;

e cpverify —rv [xmlcatname] - npoBepka uenoctHoctn daiinoB M3 katanora xmlcatname;

e cpverify —xm in_file out_file [xmlcathame] - BbluMcneHue 3HaueHUs xew-pyHKUNM ANs
Kaxaoro n3 dainos, cogepxawmxca B katanore xmlcatname n nepeyncneHHbix B xml-
darine c nmeHem in_file, n 3anncb Nnony4yeHHbIX 3HayeHUn B xml-cdann c umeHem out_file.
Tekyliee 3Ha4yeHne Xew-(PyHKUUA NMPpU 3TOM 3aMeHAETCS Ha BHOBb MOCYMTAHHOE.

e cpverify -rm [xmlcatname] - BbluMCieHMe 3HaUYeHUs Xelww-PyHKLUMN 415 KaX40ro 13
darnos, cogepxawmxcs B katanore xmlcatname. Tekyuiee 3HayeHne xew-pYyHKUUA Npn
3TOM 3aMeHseTCs Ha BHOBb MOCUYUTAHHOE.

e cpverify —d [catname] - yaaneHue katanora cathname mn3 cnucka KOHTPINPYEMbIX
dannos.

e cpverify -mk filename - BbluncneHne 3HadeHnsa xew-PyHkKUMM ana danna c UMeHeM
filename.

e Bo BCcex nepeyuncrieHHbIX BbIlWE CyYasx, ecnin He ykasaHo uMsa kaTanora xmlcatname, To
NpUHMMaeTCs MMS1 KaTanora CPCSP, NCMOIb3yeMOE CSP ANS KOHTPOJIS LLE/TOCTHOCTH
BXOAALWMX B €ro coctaB Moaynen. CIMCoK KOHTPOJSIMPYEMbIX MoAYyNel 3aBUCUT OT
WCMOJTHEHMS N MOXET 6bITb NOsTy4YeH Npu nomowm koMaHabl cpverify —r2x in_file cpcsp.

Ons Toro, 4Yto6bl NOCTAaBUTbL NOJA KOHTPOJIb LIENOCTHOCTU YCTAHOB/IEHHOE NporpaMMHoe obecreyeHune,
HY>XHO BbIMO/IHUTb CIEAYIOLLYI0 NOCNeA0BaTe/IbHOCTb AEACTBUN:

1. Cozpatb xml-ann, cogepxawmii CNINCOK yCTaHaBANBAEMbIX N0 KOHTPO/Ib LENOCTHOCTH
darinos. AaHHbin xml-dain 4oNXKeEH UMETb CIIEAYOLWY0 CTPYKTYpY:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
</entry>
</catalog>
</CProlntegrity >
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2. 3anyctutb moaynb cpverify —xm in_file out_file TestControl, yka3as B kauectse
napametpa in_file nmsa cosgaHHoro xml-danna. Pesynbtatom paboTtbl Mmoaynsa éyaer
aBnaTbca xml-dann c umeHem out_file, cogepxalumii BbluMCNEHHbIE 3HAYEHUS XeLl-
dyHKUMM ans nepeyncnenHolix B in_file darinos n nmerowmin cneayowyro CTpyKTypy:

<?xml version="1.0" encoding="utf-8" standalone="no"?>
<CProlntegrity>
<catalog name="TestControl">
<entry name="calc.exe">
<Path>C:\WINDOWS\system32\calc.exe</Path>
<Tag>0941E781760004B3AEEODF6BC53CF460A6B137083948C0BF6D5DD153D255FE86</Tag>
</entry>
<entry name=" verifier.exe">
<Path>C:\WINDOWS\system32\verifier.exe</Path>
<Tag>A9CD3307A16F76DCE4E6E3A67ED7359658202C44D9812C532FCD8EO7B1D7A7D6</Tag>
</entry>
</catalog>
</CProlntegrity>

3. YcTaHOBWUTb NOA4 KOHTPOJIb LLeNIOCTHOCTU panibl, AN KOTOPbIX 6b1710 BbIYNCIEHO 3HAYeHMe
xew-gpyHKuumn, ncnonblys moaynb cpverify —x2r in_file TestControl, roe napametpom
in_file aBnsaetca xml-dann, nonyyeHHbIlh B pe3yfbTaTe BbIUNC/IEHNS 3HAYEHUS XeLl-
PYyHKLUMN B NYHKTE 2.

MpunoxeHune 2. Cnyx6bbl cepTndmkKaumm onepaumMoHHON CUCTEMbI
Windows

Beaywune MnpoBble NpoM3BOAUTENN CUCTEMHOIO M MPUKIAAHOIO0 NporpaMMHoOro obecrnevyeHus akTMBHO
VWHTErpupyoT peleHns, OCHOBaHHbIE Ha MIHMPaCcTpyKType OTKPbITbIX KIHOYEN, B ONEepauMoOHHbIE CUCTEMbI
W NpUNoXxeHusl. ApKMM NpuMepomM sBfsieTcs onepaunoHHas cuctema Windows, NosHOCTbIO
noaaepxusarwasa NOK.

B onepaunoHHon cucteme Microsoft Windows B nosiHoM o6beMe peanmsoBaHa MHdpacTpyKTypa OTKpPbITbIX
Ko4uen. OTa nHdpacTpyKkTypa npeacrasnsier cobom MHTerpmpoBaHHbIv Habop cnyx6 un cpeacTs
aAMWUHUCTPMPOBAHUSA 415 CO34aHUS U pa3BepTbIBaHMS NPUNOXKEHWUI, NPUMEHSIOWKNX Kpuntorpaduto ¢
OTKPbITbIMW KKOYaMK, @ TakxXe ANs YrpaB/ieHUs NMU.

NHdpacTpyKTypa OTKPbITLIX KOUYER npeanonaraetT nepapxmyeckyto Moaesb NOCTPOEHUS LEHTPOB
cepTudukaumm. Takasa Moaenb obecrneunmBaeT MaclTabupyeMocTb, YA06CTBO aAMUHUCTPUPOBAHNS U
COrNacoBaHHOCTb C PACTYLUMM YACIOM NPOAYKTOB U LEHTPOB cepTudukaumn. MpocTeiiasn dopMa nepapxmm
COCTOMUT M3 OAHOr0 LeHTpa cepTudmnKaLmm, a B 06LLEM CTyHae — U3 MHOXECTBA C SBHO OMNpPeAeneHHbIMM
OTHOLLIEHUSIMU POAUTENBCKUN-A0YUEPHUIA.

WHdpacTpykTypa OTKPbITbIX K/lOUeln, peanmM3oBaHHas B onepauMoHHol cucteme Microsoft Windows
2000/2003 noOsHOCTbIO NOAAEPXKMBAET N NO3BOJISIET CO34aTb UEPAPXNYECKYIO0 MOAENb LEHTPOB
cepTudunKauunu.
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B coctaB cnyx6 ceptudunkaunm onepaumoHHon cuctembl Windows 2000 BxoasT cneayrowimne cryxobl n
KOMMOHEHTbI.

CepBuc ceptTudmkaumnm

CepBuc cepTudmkaunm npepoctaBnset Habop cnyx6 ons Bbinycka, yrnpaB/eHUs N NCNOJIb30BaHUS
CepTUMUKATOB OTKPbITbIX K/OYEN U KIKOYENn NPOBEPKN 3/IEKTPOHHON NMOAMUCK B 3aLUMLLEHHbIX
TEXHOJIOMMAX N NPUNOXeHUsX, ncnonbdyowmx MOK. CepBuc ceptudurkaummn BbIMOMHAET OCHOBHYO poJsib B
ynpasneHun 6e30nacHOCTbIO TEXHOAOMMIM U NpuUoXeHun n obecneymsaeTt npouecc AOCTOBEPHOIO U
KoHdMaeHUManbHoro obmeHa nHdopmaumen.

KoHCo/b LeHTpa cepTuduKaLmm

KoHconb LeHTpa cepTudmKkaLmm aBnseTcs pabounm MectoM agMUHUCTpaTopa 6e30MnacHoCTH,
MO3BO/IAIOLIMM YNPaBAATb CEPTUGDMKATAMM OTKPLITLIX KOUEN U KITHOUe NPpOBEPKN SN1EeKTPOHHOM noamnucu.
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{22 Certification Authority

C
J fction  Wiew |J f = |

| 2
Tree I Request ID | Requester Mame | Binary Certificate | Serial Mumber | Certificate EFFE:I
[ Certification Autharity {Local =) 2504 WAWATUSR_FYW - BEGIN CERTL.. 3efaZcld000... 17.04.2002 13
=85 CP CoP Test CA Elesos WWWAIUSR_FW BEGIN CERTL.. 4lefradalin.., 18042002 7:

(] Revoked Cartificates =l zs0s Y ERE (Wi Y — BEGIN CERTL.. 429c6fd3000... 18.04.2002 11
5] Issued Certificates Elz=07 WA IUSE_FY v BEGIN CERTL.. 429d54f2000.., 18.04.2002 11
(23 Pending Requests Elz=0s WA IUSE_FY v BEGIN CERTL.. 42dcdd4S000... 18.04.2002 12

‘(] Failed Requests =) z509 WITUSR_FW ---e- BEGIM CERTI.., 42e327d4000... 18.04.2002 12
Elzsin Wi ISR _PW BEGIN CERTI... 4Ze37cchooo... 18.04.2002 12
s WITUSR_FW ---e- BEGIM CERTI.., 4Zeeflcoo0d,..  18.04.2002 12
Elsiz Wi ISR _PW BEGIN CERTI... 42f7egofo0n0.., 18.04.2002 12
=513 WITUSR_FW ---e- BEGIM CERTIL... 437FF3cf0000.., 18.04.2002 15
Elzs14 Wi ISR _PW BEGIN CERTI... 438bS429000.,. 18.04.2002 15
Elzs15 WITUSR_FW ---e- BEGIM CERTI.., 033d9c95000.., 19.04.2002 14
Elz=ia WWAILSR_FW - BEGIN CERTI... 0360cS51a000... 19.04,2002 15
Elzmi7 Wi ISR _PW BEGIN CERTI... 03%cb%62000... 19.04.2002 16
=51 WITUSR_FW ---e- BEGIM CERTI.., 03bfbedadoo... 19.04.2002 16
Elzs19 W TLISR_FWY 03e9c496000.,. 19.04.2002 17

CpeacTBa pacwmpeHms @yHKLUWMOHANbHOCTU cepBuMca cepTuduKaumm

CpeacTBa pacwmpeHms PyHKLMOHaNbHOCTU cepBuca cepTudmKaunmn npegocrasnstoT Habop MeToaos,
NO3BONSAIOWNX UBMEHATb U pa3BuBaTb GYHKLNOHANbHOCTb CTAaHAAPTHOMO cepBuca cepTudumKaummn ans
YAOBNETBOPEHUS NOTPEOHOCTN KOHKPETHOM NPUKIaAHONW CUCTEMbI UM TEXHOMOMMN. DTN CpeacTBa
NO3BONSAIOT MHTErPUPOBaTb CEPBUC CEPTUPDUKALNUN C PA3TNYHBIMU CETEBLIMW CMPaBOYHUKAMU U
npunoxeHnamu, hopMmMpoBaTb COCTaB CEPTUPMKATOB OTKPbITbIX KAKOYEN U KOYENn NpOBEPKU
3/1IeKTPOHHON noanucu, MoanduuMpoBaTb NpoLecc ynpasBieHns ceptudunkaTtamu.

KnneHTCckne cpeactsa B3aMMOAENCTBUSA CO Cny»xboi cepTudmkaumm

KrnuneHTckue cpeacTtsa nNpeaocTaBAsioT NO/b30BaTeNsIM pasfiMyHble MeToAbl A8 hOPMUPOBAHUS 3aKpPbITbIX
K/0Uel, 3anNpocoB Ha cepTudunkaTbl U 06paboTkn cepTUdUKaATOB, BbINYLEHHbIX CNYX60M cepTudukaummn.

ApXuUTeKkTypa cepBuca ceptudukaumnm

ApXUTEKTypa cepBuca cepTudurKaumm NpeacTaBieHa Ha CleayoLWeM pUCYHKE.
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MpunoxeHune 3. YnpaBsieHMe NpoOTOKO/IMPOBAHNEM

Ons BkAOYEHUS/OTKIOUEHNS NMpoToKkonmpoBaHus ans Windows 32[Windows 64] nobaBnsieTcss B peecTp:

HKEY_LOCAL_MACHINE\SOFTWARE\[Wow6432Node]Crypto Pro\Cryptography\CurrentVersion\debug\

DWORD napamMeTp cpcsp onsa onpeneneHns ypoBHS NpoToKoa
DWORD napameTp cpcsp_fmt nons onpenenenmsa opMata NpoTokona

3HauyeHMeM napameTpa YpPOBHb NPOToKOa sSBNsieTcs 6utoBas Macka:
N_DB_ERROR = 1 # coobuweHuns 06 owmnbkax
N_DB_LOG = 8 # coobuweHuns o Bbi3oBax

3HayeHMeM nNapameTpa opMaTt NpPoToKona ABnseTcs butoBas macka:
DBFMT_MODULE = 1 # BbIBOAUTb UMS MOAYNSA

DBFMT_THREAD = 2 # BbIBOAUTb HOMEP HUTKU
DBFMT_FUNC = 8 #
DBFMT_TEXT = 0x10 # BbiBOAMTb CaMO coobuieHue

BbIBOAUTb UMS PYHKLMMN

DBFMT_HEX = 0x20 # BbiBoaMTb HEX gamn (coAep>XWUT 3HayYeHne Kya NpoBepKun NoANnUcK m

noanucu)

DBFMT_ERR = 0x40 # BbiBoAnTb GetlLastError
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